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Abstract

Content regulation on the Internet

This study looks at the topic of content regulation on the Internet and seeks to
find a model that is appropriate for Thailand. It begins with a review of related
theoretical perspectives and policy experiences in this area, both at international and
national levels. The experiences of Singapore, the US, and the European Union were
cited as distinct exemplary models in the regulation of content on the Internet. Then,
a policy analysis of the Thai context is attempted. Various policy recommendations
are given at the end as a synthesis from the prior findings and analyses.

Because of its many unique technological attributes, the Internet represents a
new frontier in media regulation. The model that is used for existing mass media is
not viable to cope with the robustness and dynamism of the Internet, not to mention
its decentralized structure, interactive nature, and transborder and transjurisdictional
characteristics, among others. Yet, the Internet is a highly penetrative medium that
contains a diverse and relatively unfiltered content. The access of children and youth
to such varied content is thus a hefty concern for governments, schools, and parents.
Thus, the regulation of the Internet ought to incorporate these new dimensions — self-
regulatory initiatives, international cooperation, integration of different interests
represented by the diverse bodies of Internet use population, and a promotion of new
culture of responsibility by all concerned parties.

Mechanisms that have been used and experimented with in the regulation of
Internet in the overseas include the following: laws and regulations, blocking and
filtering system, codes of conduct, hotlines, and media literacy. Different countries
have mixed and matched these mechanisms in their Internet regulation experiences, to
varying degrees of success and public satisfaction.  Singapore has mainly
experimented with legal sanction and blocking of objectionable websites, through the
Singapore Broadcasting Authority (SBA) under which the regulation of Internet is
assigned. On the other hand, the US, which has been the breeding ground for the
Internet, has been employing an open policy where the private sector leads the
regulatory course. The responsibility is relegated to a group of private stakeholders
who come together to define rules and codes for the regulation in this new sphere. As
far as Internet content is concerned, at least three such alliances or collaboration are
viable. This includes: Internet Content Rating Association (ICRA) which focuses on
classification and labelling of websites as well as developing filtering technology for
illegal or harmful content; Worldwide Web Consortium (W3C) which develops the
PICS (Platform for Internet Content Selection) software that supports rating and
filtering technology; and Online Privacy Alliance which campaigns on promoting
privacy awareness among Internet users and protection of privacy in personal
information that flows in the Internet. Meanwhile, the European Union, following its
adoption of the “EU Safer Internet Action Plan,” has endorsed a memorandum in the
regulation of Internet content that promotes the building of a culture of responsibility
as a cornerstone of regulation. By -culture of responsibility,” it means that a
collaboration and common responsibility of all sides concerned, at both local and

international levels, will be forged in these areas: 1) self-regulation of the Internet
industry; 2) self-classification by Internet content providers (ICPs) and the use of



filtering system by users; 3) provision of hotlines for users; 4) law enforcement to
support self-regulation; 5) promotion of media literacy especially Internet literacy.

In the Thai experience, formal regulation of Internet content is currently in the
hands of the relatively new Ministry of Information and Communication Technology
(ICTs). Since 2002, the ICTs Ministry has replaced the National Electronic and
Computer Technology Center (NECTEC) in overseeing Internet content.' Quite

recently, the ICTs Ministry has created a new regulatory body called the “Cyber-
inspector,” of which the board comprises a group of selected senior government

officials and high-ranking corporate executives. The task of the Cyber-inspector,
which is sub-divided into five working groups, is mainly to oversee questionable
materials, computer crimes and hacker problems as well as to make decisions on
blocking of websites. The Ministry operates a hotline, which is (theoretically)
accessible through the Internet and telephones. At present, the ICTs Ministry has
about 1,300 websites on its blacklist (already blocked) out of about 10,000 websites
that have been notified.

Alongside, the Office of National Police, which has been an active force in
regulating Internet content from the outset, is cooperating closely with the ICTs
Ministry and ISPs in filtering out illegal and harmful content as well as in tracking
violators on the Net to prosecution. The Office of National Police also has a hotline
that receives notification about problematic content from the public.

Noticeably, the approach undertaken by the ICTs Ministry and the Office of
National Police departs significantly from that of NECTEC in the past. While
NECTEC focuses more on promoting awareness about Internet risks through its
research and public education activities, the ICTs Ministry-Office of National Police
alliance are more keen on passing and enforcing regulatory measures and blocking of
questionable content.

At present, there are no laws that deal specifically with the regulation of
Internet content. Two information draft laws - the Computer Crime draft act, and the

Data Protection draft act -- which have been in the legislative pipeline for a number of
years, both contain a section on regulation of electronic or online content. For the
time being, law enforcement agencies have to rely on existing laws that are applicable
such as criminal laws under the section on obscene materials.

Meanwhile, self-regulatory initiatives are emerging in the Internet industry
circle. For instance, the so-called Thai Webmaster Association (TWA) has drafted
codes of conduct for adoption by their members while the Webmaster Council of
Thailand (WCT) is recently established to enforce those codes and to act as mediator
when problems are reported. As part of the WCT, a complaints-receiving committee
will act as ombudsman to complaints and grievances about Internet content, using the
adopted codes designed by the TWA as ethical guidelines. It is worthy to note that

1
NECTEC assumed a leading role in Internet regulation in the early days of Internet diffusion as it plays host to the

National Information Technology Committee (NITC). Since the bureaucratic reform in 2002, however, NECTEC's role

has been limited to only technological research.



the structure of the WCT and the TWA's codes of conduct bear resemblance to the

Press Council of Thailand and its codes. This is because the same group of people
played a key role in the development of both organizations.

In addition to the above efforts, major web portals and search engine operators
like www.pantip.com or www.siamguru.com have also introduced filter mechanisms
as a built-in feature within their systems to help users screen out unwanted content.
Operators of Internet cafes have also joined together to set up a professional
association known as the Internet Entrepreneur of Thailand and introduced a “Good

Net" concept to promote safe Internet environment at the members' locales. This

concept was jointly developed with the ICTs Ministry and participating will receive
low cost copyrighted software as incentives.

As far as Internet Service Providers (ISPs) are concerned, their role in content
regulation is mainly in responding to requests from the ICTs Ministry and the Office
of National Police in blocking websites at their proxy servers. Some ISPs also
provide a special Internet kit known as “Cleannet” which is designed to enable

younger kids to access only the already filtered Internet websites.

As for the civil society, NGOs, an alliance of activists and educators, and a
coalition of concerned parents have played a prominent role in spreading awareness
and understanding about risks in Internet content. ECPAT International,
www.Thailandkid.com, www.Thaiparents.net are good examples in this regard.
Meanwhile, schools, universities, and educational networks have also played a role in
promoting netiquettes in Internet use.

In the final analysis, the study recommends that the regulatory model of a
culture of responsibility be pursued. This is because it is built on joint efforts and
common responsibility of all sides concerned, a trend which is already reflected in
Thai society as evidenced in the findings of the report. Blocking of websites and
reliance on legal sanctions are not recommended as long-term solutions because of the
constraints posed by the many wunique characteristics of the Internet as
aforementioned.
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