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What 1s “Internet Freedom™?

* Freedom of Speech wsamlunisnn (Art. 16)

* Freedom from Arbitrary Surveillance w3
mnnsesans (Art. 12)

* Leads to Freedom of Thought, Freedom of
Assembly, Right to Education, etc.

Ullg w@3nmlunisdie, wsnmlunisusenauy, dnslunis
AN
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What Protects Internet Freedom?

“Architecture is Policy”

ﬁﬂﬂﬁ@ﬂﬂ'ﬁ'ﬁﬂ&ﬂﬂﬁi&%?ﬂ

- Mitch Kapor, co-founder, EFF
“Code is Law”

v =
Jalunguugy

- Prof. Larry Lessig, ex-EFF board member
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Architecture / Code

Design of Internet Protocols
anwaradlUslnAaduLIesLin

Connectivity between Internet Users
Msidoumosyinedlddumesidn
Applications Used on the Internet
woundntuildludumedids

Maths! adinarans!
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Policy / Law

* State Regulation ngtedsduvesss
— Non-Internet laws applied to the Net

— Specific Internet laws

— “Extra-legal” behavior

* Business Norms ussvingiunisgsna
— With the State, With each other, Internally

* Social Norms vssvingiumisdsa

— Local norms vssiagusiesiu

— Internet norms ussingrudumasiiie
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Design of the Internet

* Decentralized nszanggiuns

* A “network of peers” in3avnsvasilisuniaausiiu

* Intelligence at the edge of the network
ﬂ@@ﬂ@giﬁmawmm%aﬁdw

* “Interprets Censorship as Damage and
Routes Around It” - John Gilmore, EFF co-
founder

== Protection of Free Speech Auasasnisnnaeiaes
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Strong Cryptography
NSNS AALUY LL‘%Q b3
* Maths!

c=m" (mod n).
- L
m=r mod 7

* Code!

#!/bin/perl -sp0777i<X+d*IMLa**IN%0]dsXx++IMIN/dsMO<j]dsj $/=unpack('H*',$_);$_="echo
16dio\USK"SK$/SMSN\EsNOp[IN*1 IK[d2%Sa2/d0$*Ixp"|dc’;sAW//g;$_=pack('H*',/((..)*)$/)
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Strong Cryptography
* Unforgeable Signatures for Electronic Data
aeiuivasuudadlilidmsuteyadidnnsetind
* Unbreakable Envelopes for Electronic Data

%aﬂf\]ﬂmﬂSﬁaﬂmﬂiﬁﬁﬁﬂ%%%mﬂaaLgﬂwﬁaﬁﬂﬁ

== Protection of Privacy w&inmainnisnsians
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Results:

* Everyone can speak to everyone
nﬂﬂummmwﬁﬁ’unﬂﬂu
* No-one can monitor without permission

Liflasanunsailalaglalasuayaye

(well, not exactly...)

(~4 1 a A
LA LR, ..
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Results:

* Internet cultural norms
U3IAgIUN I IUSTTLB UMD LR

* Internet business norms
U5511P§1UNINAB UMD TH

* This 1s the “reality” of the Internet

aa i a n a ¢
UFRD  AITHIYIN %@Q@um@ﬂﬁm
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Whit Diffie Jon Postel
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Attacks on Freedom:

° ﬁﬂ”]‘ﬂG]EJﬂ'ﬁEJLﬁUUIEJU”]EJ

LY S~
Jadunuuy

BUT us
* Policy affects architecture
ulgunednanagnrdnenssy
* The law can interfere with code

NOAVUIYAINITOTUNIUTVIE LA
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Internet Freedom 1in US 1990-2000:

@S NnduUwmesLalusLLS AN
* Communications Decency Act

wszwsaRnIsAoansiveay

— Attempt to censor early Internet
* Regulation of Cryptography

POUIAUNTIU T

— Attempt to control mathematics
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Communications Decency Act 1996

“The Internet may fairly be regarded as a
never-ending worldwide conversation.
The government may not, through the
CDA, iterrupt that conversation ... As
the most participatory form of mass
speech yet developed, the Internet
deserves the highest protection from
governmental intrusion.”

- Judge Stewart Dalzell

I= Electronic Frontier Foundation



Cryptography Export -1999 Regulations

AfoU; uywdAulidndueys nquueamiusulouNyudAull
Ludawnena

IR T M GUASSIEDAS A U

TIONS -RSA IN THREE [INES (F i
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Results:

* Internet expression (mostly) free of
regulation

nsanseanuuBumesin (dwlng) Ynnmanngletiau

* Most Internet communications not
encrypted

nsdeansuuBunesindlvglignidnsia
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Results:

Freedom of expression preserved

Freedom from surveillance less so

asnmlunisuansgninwlhy

L@SNINANNISELNAFSINTIUDENINNUDN
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(Global Internet Freedom 2000-
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Europe: Law + Code

* UK -- Internet Watch Foundation 1997/2000
yallsiigduwmesiie

* France — LICRA vs. Yahoo! 2000
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China: Changing Internet Norms

* The “Golden Shield”
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South Korea: Challenging Internet

Norms
30 Day Takedown Law dwidhivasauduiu

Criminal Prosecution of Bloggers
Ho9509989M01vYNTIURDUABNLADS
“Three Strikes”

Slovhiinaunss ANITYNNZDINIINDUMBDILTN
De-Anonymization

nsvirbliidulisuny (Wamednuainiidudsun)
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The Four Horseman of the Infocalypse

e A MG /i R \m- = el & ,;1""“\;"_@? : i
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Protecting Your Freedom Through Code
and Architecture M¥adamansiiountloaasnm

* Use Tor! - http://tor.eff.org/

* http://facthai.wordpress.com/links/softwares

* http://www.ettf.org/wp/surveillance-self-
defense-international
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Protecting Your Freedom Through Laws
and Norms Tdngumnauazussinguundesainim

Apply Real World Law to Internet, Don't
Create New Internet Law

Protect “Intermediaries” (fanans)

Use the Internet to Protect the Internet
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YoUAD!

* http://www.eft.org/
* Danny O'Brien - danny(@eff.org
* Eddan Katz - eddan@eft.org

* http://www.eff.org/wp/surveillance-self-defense-international
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