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				Glossary
Acronyms
and Legislation

			
			This report uses the following terms and abbreviations (in order of appearance).

			
					Computer Crime Act

					is the “Computer-Related Crime Act, BE 2550 (2007)”.

					Section 112

					is Section 112 of the Criminal Code of Thailand which states: Whoever, defames, insults or threatens the King, the Queen, the Heir-Apparent or the Regent, shall be punished with imprisonment of three to fifteen years.

					Section 14

						
					is Section 14 of the Computer Crime Act which states:

					“Whoever commits the following offences shall be liable to imprisonment for a term of not exceeding five years or to a fine of not exceeding one hundred thousand Baht or to both:

						
								Entering wholly or partially spurious computer data or false computer data into a computer system in a manner that is likely to cause injury to other persons or the public;

								Entering false computer data into a computer system in a manner that is likely to cause damage to national security or stir up public agitation;

								Entering into a computer system any computer data which is an offence relating to the security of the kingdom or terrorism offence under the Criminal Code;

								Entering any obscene computer data into a computer system such that this computer data may be accessed by the public;

								Sending or forwarding computer data despite knowing that it is computer data under (1), (2), (3) or (4).”

						

					

					Section 15

					is Section 15 of the Computer Crime Act which states: A service provider who intentionally supports or gives consent to the commission of the offences under section 14 in a computer system under his control shall be liable to the same penalty as the offender under section 14.

					ISP

					is Internet Service Provider such as True, TOT, etc.

					Admin

					is administrator, or the person(s) responsible for taking care of a website or pages in Facebook.

					YouTube

					is YouTube.com.

					Page

					is a Facebook fan page or other Facebook page which is not a personal account.

					Lèse majesté page

					is a Facebook page which may contain content that is an offence under Section 112.

					Social Network

					is an online social network service such as Facebook, Twitter, Hi5, etc.

					Post

					is an action of publishing a message on a social network.

					Share

					is an action of republishing a message.

			

		
		
			

		
	
	
		
			
				The Record of Enforcement of the Computer Crime Act in 2014

			
				In the period of 13 months from September 2013 to September 2014, there were 32 lawsuits, reports, and threats to report related to the Computer Crime Act.

				In this record of Computer Crime Act enforcement, the cases will be categorized into 2 groups, which are

				
						Cases unrelated to the monarchy

						Cases related to the monarchy

				

				
					Note 1

						This report will not disclose surnames or sometimes even names of perpetrators/defendants of lèse majesté cases because the information may lead to risks or threats towards their families unless the perpetrators/defendants are public figures or famous.

					Note 2

						Some cases presented in this report are not yet considered formal lawsuits, but only threats to file a lawsuit. However, for future investigative purposes, this report also includes these and will simply call them “lawsuits”

				
			
				The progress of Computer Crime Act cases in 2014

					
						Table 1 Computer Crime Act cases in 2014
						
							
							
							
							
						
						
							
									
									Accused / Perpetrators / Defendants

								
									
									Charges under the CCA

								
									
									Charges under the Criminal Code

								
									
									Site of Offence

								
							

						
						
							
									
									1. Cases unrelated to the monarchy

								
							

							
									
									Homework Service Website

								
									
									14 (1), (3)

								
									
									Government Teacher and Education Personnel Act

								
									
									-

								
							

							
									
									Supinya Klangnarong

								
									
									14

								
									
									Abuse of duty, Defamation by publication

								
									
									-

								
							

							
									
									Isra News Agency

								
									
									14 (1)

								
									
									Defamation

								
									
									Website

								
							

							
									
									Chaturon Chaisang

								
									
									14 (3)

								
									
									116, Breaching an NCPO order

								
									
									Facebook

								
							

							
									
									Phuketwan

								
									
									14 (1)

								
									
									Defamation

								
									
									Website

								
							

							
									
									Forger of NCPO document

								
									
									-

								
									
									Government document fraud

								
									
									Social media

								
							

							
									
									Andy Hall

								
									
									14 (3), (4)

								
									
									Defamation and other charges

								
									
									Website

								
							

							
									
									Prachachat Turakij Newspaper

								
									
									14 (1)

								
									
									Defamation

								
									
									Website

								
							

							
									
									Pattaya Times

								
									
									-

								
									
									Defamation

								
									
									Website

								
							

							
									
									Reuters

								
									
									14 (1)

								
									
									Defamation

								
									
									Website

								
							

							
									
									ThaiPublica

								
									
									14 (1)

								
									
									Defamation

								
									
									Website

								
							

							
									
									Mrs.Preeyanan Lorsermvattana

								
									
									14 (1)

								
									
									-

								
									
									Facebook

								
							

							
									
									Thaiday Company and columnists under Manager Group

								
									
									14 (1), 15

								
									
									Defamation

								
									
									Website

								
							

							
									
									Andrew Drummond

								
									
									14 (1)

								
									
									Defamation

								
									
									Website

								
							

							
									
									2. Cases related to the monarchy

								
							

							
									
									Bor Kor Lai Jud

								
									
									14 (3)

								
									
									116 (2), (3), Breaching an NCPO order

								
									
									Facebook/Twitter

								
							

							
									
									Anonymous male

								
									
									No information

								
									
									112

								
									
									Website

								
							

							
									
									Musician from Ubon Ratchathani

								
									
									14 (3)

								
									
									112

								
									
									Facebook

								
							

							
									
									Tom Dundee

								
									
									14 (2), (3)

								
									
									112, Breaching an NCPO order

								
									
									YouTube

								
							

							
									
									Katawoot

								
									
									No information

								
									
									112

								
									
									Website

								
							

							
									
									Tanet N.

								
									
									14 (3)

								
									
									112, 116

								
									
									E-mail

								
							

							
									
									Sirapob (Rungsila)

								
									
									14 (3)

								
									
									112, Breaching an NCPO order

								
									
									Facebook/Twitter

								
							

							
									
									Cha-liao

								
									
									14 (3)

								
									
									112

								
									
									YouTube/4Shared

								
							

							
									
									Squadron Leader Chanin

								
									
									14 (3)

								
									
									112

								
									
									Facebook

								
							

							
									
									Apichart

								
									
									14 (3)

								
									
									112, 116, 215, Breaching an NCPO order

								
									
									Facebook

								
							

							
									
									Pol. Sgt. Maj. Prasit

								
									
									No information

								
									
									112

								
									
									-

								
							

							
									
									Akkaradet

								
									
									14 (1), (2), (3), (4), (5)

								
									
									112

								
									
									Facebook

								
							

							
									
									Surapak

								
									
									14 (3)

								
									
									112

								
									
									Facebook

								
							

							
									
									Aum Neko

								
									
									No information

								
									
									112

								
									
									Facebook

								
							

							
									
									Kata P.

								
									
									14 (2)

								
									
									-

								
									
									Web board

								
							

							
									
									Ibrahim

								
									
									14 (2), (3)

								
									
									112

								
									
									Web board

								
							

							
									
									Kittiton (Kenji)

								
									
									14 (2), (3)

								
									
									112 and other charges

								
									
									Website

								
							

							
									
									Chiranuch Premchaiporn

								
									
									15

								
									
									-

								
									
									Website

								
							

						
					

			
			
				1. Cases unrelated to the monarchy

					
						1) Homework Service Website

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (1), (3)

									
								

								
										
										Other charge:

									
										
										Government Teacher and Education Personnel Act 2004

									
								

								
										
										Latest progress:

									
										
										On 1 September 2014, the Ministry of Education requested the Ministry of Information, Communication and Technology (MICT) to investigate and close down the website.

									
								

							

							In September 2014, Dr.Suthasri Wongsamarn, Permanent Secretary of the Ministry of Education, sent a request to MICT to investigate and close down a homework service website. However, the MICT said that to close down a website requires a specific complainant to report to the police officers and in order to specify the exact damage. If the complaint proves correct, the closure can be processed.

							If the homework service website has brought false or partly false information into the computer system and caused damage to students, parents, education institutes or government agencies, the website will be charged for violating Section 14 (1) of the Computer Crime Act. If the information brought into the computer system is a threat to national security which is likely to affect Thai educational security, the website will be guilty of violating Section 14 (3). Also, if the perpetrators are government teachers, they will be charged not only with a common criminal offence but also with a disciplinary offence under the Government Teacher and Education Personnel Act 2004.1

					
					
						
							2) Ms.Supinya Klangnarong

							commissioner of the National Broadcast and Telecommunications Commission (NBTC) and member of the National Broadcasting Commission of NBTC

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14

									
								

								
										
										Other charge:

									
										
										Abuse of duty and defamation through publication of false information

									
								

								
										
										Latest progress:

									
										
										On 18 September 2014, the court is deciding whether to approve the complaint.

									
								

							

							In September 2014, Bangkok Entertainment Co., Ltd., the operator of Channel 3 television station, filed a lawsuit against Ms.Supinya for abuse of authority and defamation through publication under Section 14 of the Computer Crime Act. 

							The complaint details that Ms.Supinya and two other officers of the NBTC and cat had arranged to have a special cat meeting on 5 September 2014, even though all of them knew that this action violated the regulations of the NBTC and other rules. The aim of this meeting was to issue an administrative order to suspend the broadcast of the Channel 3 signal via satellite and cable TV. Meanwhile, Ms.Supinya also gave an interview to a newspaper referring to Channel 3 with a falsehood that attracted hatred and insult from the public to Channel 3. The alleged statement lacks neutrality and clearly opposes Channel 3 by threatening Channel 3 not to conduct a parallel broadcast. Ms.Supinya further showed the intention to defame Channel 3 through a digital TV station and other stations, saying that Channel 3 is backed by a privileged powerful group. This defamatory content has been broadcast via the internet, and is an offence under the Computer Crime Act as well.2

					
					
						3) The Isra News Agency (isranews.org)

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section14 (1)

									
								

								
										
										Other charge:

									
										
										Defamation by publication

									
								

								
										
										Latest progress:

									
										
										The court accepted the complaint in August.

									
								

							

							In August 2014, Mr.Direkrit Jenkrongtham, Secretary General of the Office of the Administrative Court, assigned a lawyer to file a criminal case against the Isra Institute of the Thai Press Development Foundation which oversees the Isra News Agency, Mr.Prasong Lertratanawisute, Director of the Isra Institute, and Mr.Sanoh Sukcharoen, news editor of Isra News Agency for defamation by publication under the Computer Crime Act after the Isra News Agency (isranews.org) published a news article with the title “Judiciary outraged at the Office of the Administrative Court’s distorted statement of secret police enlistment.” on 20 August 2014, and other related stories.

							Mr.Siripat claimed that the news is false and contrary to the facts in many points. To give an example, a news headline says Direkrit may even have committed a serious disciplinary offence while in fact the result of an investigation considers it a minor breach of discipline, and suggests probation as the only punishment. Another false claim refers to Mr.Vichai Chuenchompoonut, Vice President and Acting President of the Supreme Administrative Court, and caused misunderstanding in many points. The court accepted the indictment as Black Case No.2725/2014.3

					
					
						
							4) Mr.Chaturon Chaisang

							former education minister of Pheu Thai party

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section14 (3)

									
								

								
										
										Other charge:

									
										
										Section 116 of the Criminal Code (incitement to unrest and disaffection amongst citizens) and breaching an NCPO order

									
								

								
										
										Latest progress:

									
										
										On 10 July 2014, Mr.Chaturon reported to the military court before the due date of his fourth and final jail postponement. While investigating officers had already filed a lawsuit against Mr.Chaturon, prosecutors had yet to file the accusation and instead on 30 July 2014 called him to hear the decision whether or not the case would be filed. As the officers filed the case to the prosecutor at short notice, the court needed to investigate more witnesses and additional documents.4

									
								

							

							In May 2014, the NCPO issued an order calling Mr.Chaturon to report, which he failed to follow. Instead, he arranged a meeting with the press at the Foreign Correspondents Club of Thailand (FCCT) at Phloenchit to announce his stance opposing the coup. During this meeting, Mr.Chaturon was arrested by military officers before the eyes of the Thai and foreign media. He was charged with failure to report according to an NCPO order, and also with violating Section 116 of the Criminal Code due to the disclosure at the FCCT of his political position conducive to instigating unrest in the country. Later, the investigating officers charged him with violating Section 14 (3) of the Computer Crime Act over a video clip of the same incident at the FCCT which appeared on Facebook.5

					
					
						
							5) Mr.Alan Morison and Ms.Chutima Sidasathian

							editor and reporter of Phuketwan, an online news agency (phuketwan.com)

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (1)

									
								

								
										
										Other charge:

									
										
										Defamation by publication

									
								

								
										
										Latest progress:

									
										
										On 7 July 2014, Mr.Morison and Ms.Chutima held negotiations with the Royal Thai Navy with the National Human Rights Commission as mediator. Mr.Morison can no longer work in Thailand because his passport has been confiscated and his visa suspended by the court since December 2013.6

									
								

							

							In December 2013, the Royal Thai Navy filed a report at the Provincial Police Headquarters, Mueang District, Phuket, to prosecute Mr.Morison and Ms.Chutima for defamation by publication and violating Section 14 (1) of the Computer Crime Act, after the Phuketwan news agency published a special report “The military benefits from trafficking immigrants by ship” in July 2013. The report cited Reuters and the content alluded to Thai naval officers by saying they were involved in and benefited from the trafficking of Rohingya.7

					
					
						6) Forger of NCPO document ordering the transfer of Pol Gen Pongsapat Pongcharoen

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Unable to define the section

									
								

								
										
										Other charge:

									
										
										Document fraud

									
								

								
										
										Latest progress:

									
										
										On 3 July 2014, the legal department of NCPO was to investigate and identify the culprit.

									
								

							

							In July 2014, a spokesperson for the NCPO stated at a press conference that the document purporting to be NCPO Order No.83/5 regarding the transfer of Pol Gen Pongsapat Pongcharoen, Deputy Commissioner General and Secretary General of the Office of the Narcotics Control Board (ONCB) to assume the position of Advisor to the Prime Minister, which had been published on social media, was a forgery. The false document was composed and edited from old announcements from the NCPO’s legal department. The search for the perpetrator is necessary as such action is considered fraud concerning a government document and a violation of the Computer Crime Act.8

					
					
						
							7) Mr.Andy Hall

							British researcher and human rights activist for migrant labour

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (3), (4)

									
								

								
										
										Other charge:

									
										
										Sections 326 and 328 (defamation) and Sections 332, 90 and 91 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										On 2nd July 2014, the court held the first trial, ordering Natural Fruit Company as the plaintiff and Hall as the defendant to hold negotiations between the parties.9

									
								

							

							In January 2013, Hall presented a research report on the human and labour rights situation of employees of the Natural Fruit Co., Ltd., which manufactures and exports canned pineapple and pineapple juice, at the FCCT. The research claimed that the Natural Fruit Company threatened human and labour rights, for example, by hiring children under 15 years old or paying wages that are lower than specified by law. The findings were published in the media and various websites.

							In February, the Natural Fruit Company, as plaintiff, filed charges against Hall for publishing false statements which is an offence under Sections 326, 328, 332, 90 and 91 of the Criminal Code, and Section 14 (3), (4) of the Computer Crime Act. The company also filed a civil defamation case claiming damages worth 300 million baht.10

					
					
						8) Prachachat Turakij newspaper and interviewers in an article about domain name registration

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (1)

									
								

								
										
										Other charge:

									
										
										Sections 326, 328 of the Criminal Code (defamation)

									
								

								
										
										Latest progress:

									
										
										On 19 May 2014, the plaintiff postponed questioning to 4 August 2014 and 19 January 2015.

									
								

							

							Better Living Management Co., Ltd., sued Prachachat newspaper, Mr.Wanawit Ahkuputra (Deputy Director of the Electronic Transaction Development Agency), Ms.Kanchana Kanchanasut (Director of Internet Laboratory of Asian Institute of Technology or AIT, and Vice President of the Thai Network Information Centre Foundation or THNIC), and Mr.Jakkrit Permpoon (Editor of the Nation group) for violating Section 14 (1) of the Computer Crime Act, and Sections 326 and 328 of the Criminal Code. In June 2014, the website of Prachachat Turakij published an interview with content saying that if multinational companies are allowed to register their domains as .thai, Thailand will be negatively affected.11

					
					
						9) Pattaya Times Newspaper

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Unable to define the section.

									
								

								
										
										Other charge:

									
										
										Sections 326 and 328 of the Criminal Code.

									
								

								
										
										Latest progress:

									
										
										The court will hold the first hearing on 7 April 2015.

									
								

							

							Mr.Andrew Michael Drummond sued Pattaya Times Media Company, the owner of a daily English newspaper named Pattaya Times, Ms.Wanrapa Boonsu (Board Member and reporter), and Mr.Andrew Walter (Board Member and publisher/editor) for violating Sections 326 and 328 of the Criminal Code and the Computer Crime Act.

							Mr.Drummond said that between 21 August and 16 September 2013, the three defendants defamed him via www.pattaya-times.com, saying that his press pass had been revoked by the Public Relations Department of Thailand, and that he was a transnational criminal. As a result, the plaintiff was despised, hated and insulted. The court accepted the complaint on 18 March 2014.12

					
					
						10) Reuters News Agency and the other two correspondents

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (1)

									
								

								
										
										Other charge:

									
										
										Defamation

									
								

								
										
										Latest progress:

									
										
										On 12 May 2014, police officers at the Provincial Police Headquarters in Phuket issued a summons to Reuters News Agency and two reporters, Jason Szep and Stuart Grudgings, to hear a charge of defamation and violation of Section 14 (1) of the Computer Crime Act.13

									
								

							

							In May 2014, investigating officers at the Provincial Police Headquarters in Phuket issued a summons to Reuters News Agency and two reporters, Jason Szep and Stuart Grudgings, to hear a charge of defamation and violation of Section 14 (1) for publishing a report defaming Thailand. The alleged report by Szep and Grudgings titled “Thai authorities involved in the Rohingya Muslim smuggling network” was published on 17 July 2013 stated that the Navy gained benefit from the trafficking of Rohingya in Phang Nga Province. An online news agency, Phuketwan, which published the same report, was earlier indicted on the same charges.

					
					
						
							11) The Chair of the Executive Board of Klongchan Credit Union

							a reporter from ThaiPublica, and five other people

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (1)

									
								

								
										
										Other charge:

									
										
										Sections 326, 328 of the Criminal Code (defamation)

									
								

								
										
										Latest progress:

									
										
										On 11 May 2014, the 30th Board of Directors of the Credit Union reached an agreement on behalf of the cooperatives to withdraw the case.14

									
								

							

							In September 2013, Klong Chan Credit Union and Mr.Supachai Srisupaaksorn, formerly chair of the 29th Executive Board of the Credit Union, filed a lawsuit against Mr.Monthon Kunlom, formerly chair of the 28th Executive Board, Mr.Aree Yamboonying, the Credit Union Manager, Ms.Boonlarp Poosuwan, Executive Editor, and three other reporters of ThaiPublica online news agency for defamation by publication and violation of the Computer Crime Act.

							In June 2013, ThaiPublica published an in-depth article about Klong Chan Credit Union focusing on a loan agreement where Mr.Supachai Srisupaaksorn allegedly took a loan and approved the contract himself, and another article as the second part of the story. The content suggests a dubious relationship between the person who approved the loan, Mr.Supachai, and the person who applied for the loan. Mr.Supachai claimed that this news created a bad reputation for him, making him a subject of hatred and insult from the Credit Union members and the general public. The news also created such a panic among members of the Credit Union that some of them withdrew their money.15

					
					
						
							12) Ms.Preeyanan Lorsermvattana

							President of the Thai Medical Error Network

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (1)

									
								

								
										
										Other charge:

									
										
										None

									
								

								
										
										Latest progress:

									
										
										On 24 April 2014, the Surin Provincial Prosecutor’s Office notified Ms.Preeyanan’s lawyer that as of 31 July 2013, the prosecutors will not file any lawsuit against her.16

									
								

							

							Dr.Prachumporn Booncharoen, President of the Thai Federation of General and Central Hospital Doctors reported to the police that Ms. Preeyanan violated Section 14 (1) of the Computer Crime Act when Ms.Preeeyanan posted information about the statistics on patient deaths and the pictures showing failures of medical treatment on Facebook and other websites in order to push forward the passing of the Bill Protecting the Victims from Receiving Public Health Service.

					
					
						13) Thaiday.com Co., Ltd. and Mr.Amnat Koetthep, a columnist of the Manager group

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Sections 14 (1) and 15

									
								

								
										
										Other charge:

									
										
										Defamation

									
								

								
										
										Latest progress:

									
										
										On 28 Mar 2014, the court ruled that the defendant was guilty and sentenced Mr.Amnat two years’ imprisonment, but because Mr.Amnat had never before committed any crime, the court suspended sentence for two years and fined him 100,000 Baht. The two defendants had to pay 500,000 baht in damages to Ms.Fontip plus interest of 7.5% per year. However, the defence insisted on lodging an appeal.17

									
								

							

						The plaintiff, Ms.Fontip Watcharatrakul (Pook Look), an actress on Channel 7 and Miss Thailand Universe 2010, sued Thaiday.com and Mr.Amnat Koetthep, columnist, for defamation. Ms.Fontip stated that on 25 April 2011, Thaiday.com and Mr.Amnat published an article in an entertainment column on www.thaiday.com whose content libelled the plaintiff with rude words alleging misconduct, causing damage to the plaintiff’s reputation by making her a subject of insult and hatred by the general public.

					
					
						
							14) Mr.Andrew Drummond

							reporter and owner of Andrew-drummond.com

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (1)

									
								

								
										
										Other charge:

									
										
										Defamation (Section 328 of the Criminal Code)

									
								

								
										
										Latest progress:

									
										
										On 1 Feb 2014, Pattaya Provincial Court dismissed the charges under the Computer Crime Act but sentenced Drummond to four months in prison, suspended for one year and a 40,000 baht fine.18

									
								

							

							Two well-known businessmen in Pattaya, David Hanks and Drew Walter Noyes sued Andrew Drummond. The two plaintiffs said that in September 2012, Mr. Andrew Drummond gave permission to Elisha Saunders to publish a text insulting the two businessmen on Andrew-drummond.com. The court ruled that the text claiming the second plaintiff had a mistress might be true, thus acquitting the accused on the charge of violating the Computer Crime Act, Section 14 (1), but the message still affected the plaintiff's reputation about his private life which does not benefit the public.

							Therefore, the court ruled that the defendant was guilty under Sections 328 and 386 of the Criminal Code, and sentenced Drummond to six months in prison and a fine of 60,000 baht; due to the defendant's cooperation, the penalty was reduced by one third, to four months in prison and a fine of 40,000 baht. Considering that the defendant is a journalist, there is always a risk of making mistakes, and that the defendant has never before been imprisoned, the court suspended sentence for one year. The verdict must be advertised in the Thairath and Pattaya Times newspapers for three consecutive days.

					
			
			
				2. Cases related to the monarchy

					
						
							15) Mr.Sombat Boonngamanong (Bor Kor Lai Jud)

							activist involved in the red shirt movement calling for democracy in a peaceful way

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (3)

									
								

								
										
										Other charge:

									
										
										Section 116 (2), (3) of the Criminal Code (inciting a revolt among the people), and breaching an NCPO order

									
								

								
										
										Latest progress:

									
										
										On 17 July 2014, Mr.Sombat reported to the court for the third remand hearing while officers filed a 4th and final request to jail him from 18 to 29 July 2014. However, as the examination and investigation of witnesses and evidence is not finished, the court permitted him to remain outside detention on condition that he is not involved in any political activity and must not travel out of the country unless permitted. After the last day of his remand on 29 July 2014, Mr.Sombat must report to the military court in case the officers are able to conclude the details of the case and submit it to the military prosecutor on that day.19

									
								

							

							In May 2014, the NCPO ordered Mr.Sombat to report. However, Mr.Sombat did not comply and posted messages on his Facebook account challenging the authorities to arrest him and stated that he would not accept the power of NCPO.20 Since the coup, Mr.Sombat had been campaigning through social media to encourage people to support democracy and demand elections.21

							In June 2014, Mr.Sombat was arrested in Chonburi province. He was charged on three counts: 1) failure to comply NCPO orders after he was twice called to report; 2) offence against Section 116 of the Criminal Code; 3) offence against Section 14 of the Computer Crime Act for publishing information deemed a threat to national security. Between 30 May and 5 June 2014, Mr.Sombat posted messages on Facebook and Twitter which were likely to incite the public to act against the power of the NCPO. Also his intention to challenge the power of NCPO caused disorder or insubordination among individuals.22

					
					
						16) Anonymous Thai male

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Unable to define the section

									
								

								
										
										Other charge:

									
										
										Section 112 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										The man has been detained at the Bangkok Remand Prison and has not applied for bail.

									
								

							

						In May 2014, the authorities arrested an anonymous man and accused him of an offence under Section 112 and the Computer Crime Act for posting messages on websites.23

					
					
						
							17) Former musician

							aged 27, from Ubon Ratchathani Province

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (3)

									
								

								
										
										Other charge:

									
										
										Section 112 of the Criminal Code (lèse majesté).

									
								

								
										
										Latest progress:

									
										
										On 31 July 2014, the defendant was sentenced to 15 years imprisonment.

									
								

							

							In March 2012, more than 10 police officers arrested the musician at his home and seized a computer. The musician was accused of posting messages on Facebook which violated Section 112, but the authorities did not file a case on the final date of 8 June 2012. The court then ordered the release of the musician until the case was filed and in 2012, the police took the musician to a psychiatrist.
 
							On 13 June 2014, the NCPO summoned the musician to report. Three days later, the prosecutor filed the case at Ubon Ratchathani court, suing the musician for using three Facebook accounts to post nine messages that violated Section 112 during the period from July 2011 to March 2012. The musician later confessed, so there was no need for witnesses. The defence asked to postpone the verdict in order for the musician to write a statement of confession saying that he was impetuous, together with a statement from his psychiatrist that the musician was diagnosed with an unspecified organic or symptomatic mental disorder and delusional thinking. However, the court needed to question the psychiatrist for further information to support the sentence as the information from the doctor’s opinion needed more corroboration and details.

							On 31 July 2014, the court ruled that the defendant was guilty of nine acts violating Section 112 and the Computer Crime Act. Each offence under Section 112 was given the penalty of three years imprisonment, totalling 27 years. Each offence under the computer Crime Act was given the penalty of four months imprisonment, totalling 36 months.24

					
					
						
							18) Mr.Thanat Thanawatcharanont (Tom Dundee)

							singer, actor, and member of the United Front for Democracy against Dictatorship (UDD)

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (2), (3)

									
								

								
										
										Other charge:

									
										
										Section 112 and breaching an NCPO order

									
								

								
										
										Latest progress:

									
										
										On 23 July 2014, the military court approved the fourth term of detention for Mr.Thanat, at the same time withdrawing bail on the charge of breaching an NCPO order because Mr. Thanat is already detained on charges under Section 112. Meanwhile, the NCPO ordered investigating officers to find the person who posted the speech clip, and to write a report for the court as soon as possible so that the court can decide whether or not to transfer the case to the military court. Mr.Thanat’s lawyer submitted a request to the military court, asking for fairness. As Mr. Thanat delivered the speech before the declaration of the martial law and he did not post the clip on YouTube, his case should not be under the military court.25

									
								

							

							In June 2014, the NCPO summoned Mr.Thanat to report. Later, Mr.Thanat was arrested by military and police officers because the officers feared that Mr.Thanat might escape. Mr.Thanat was charged with violation of the NCPO order and was detained before he was bailed out on 16 June 2014.

							In July, officers from the Technology Crime Suppression Division (TCSD), together with military officers, both in uniform and plainclothes, arrested Mr.Thanat at his home in Phetchaburi and promptly charged him with an offence under Section 112 and the Computer Crime Act for delivering two speeches in November 2013; the first time through the Red Guard radio station owned by Mr.Wuthipong Kachathamakul (Ko Tee) and the second time at the 14th October Memorial. Later in June 2014, the clips of his speeches were posted on YouTube.26 27

					
					
						
							19) Mr.Katawoot

							lawyer, radio broadcaster of a political programme “Katawoot Nai Nae Mak”, and former member of the Judge Advocate General’s Department

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Unable to define the section

									
								

								
										
										Other charge:

									
										
										Section 112 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										On 18 July 20114, Mr.Katawoot’s lawyer applied for bail for the 4th time, but the court refused because the plea did not have enough weight to change the existing court decision.

									
								

							

							In June 2014, Mr.Katawoot was detained after going to report according to an NCPO order. Later, Mr.Katawoot was charged with an offence under Section 112 based on a voice clip. Mr.Katawoot was jailed at the Criminal Court, and was refused bail. The investigating officers did not object to this decision as they also feared that Mr.Katawoot might flee the country if given temporary release. The case is also a serious crime that affects all people and carries a high penalty. The voice clip was broadcast through a website in Lao PDR where Mr.Katawoot had a construction business.28

					
					
						20) Mr.Tanet N.

							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										section 14 (3)

									
								

								
										
										Other charge:

									
										
										Sections 112 and 116 (inciting revolt among the people) of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										On 7 July 2014, the accused confessed to all charges during investigation.

									
								

							

							Mr.Tanet was alleged to have sent an email with a link that led to a content violating the lèse majesté law to the email address of Mr.Emilio Esteban, the owner of a blog named “Stop lèse majesté” and wrote a message asking Esteban to publish such content for Thai people to read.

							The actions of the accused were detected in June 2010. Specialist investigators had asked the court for permission to hack the email of Mr.Esteban (stoplesemajeste@yahoo.com), but there was no action against Mr.Tanet until 2 July 2014 when more than 10 military officers and policemen, under the power of martial law declared by of the National Council for Peace and Order (NCPO), arrested him without a warrant and seized his CDs, flash drives and requested his Facebook password and email password.

							After being detained for seven days under martial law, Mr. Tanet was put in trial on 8 July following a warrant issued on 7 July 2014 by the Technology Crime Suppression Division (TCSD). Mr.Tanet confessed to every charge during the investigation.29

					
					
						
							21) Mr.Sirapob K.

							52-year-old red-shirt poet with the penname “Rungsila” who wrote political articles and poems on the internet

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										section 14 (3)

									
								

								
										
										Other charge:

									
										
										Section 112 and breaching an NCPO order

									
								

								
										
										Latest progress:

									
										
										On 3 July 2014, police officers jailed Mr.Sirapob; however, his relatives and lawyer had requested bail, but some documents were missing. As a result, Mr.Sirapob was detained at the Bangkok Remand Prison.30

									
								

							

							In June 2014, the NCPO ordered Mr.Sirapob to report, but he failed to follow the order. Police officers then asked the court for an arrest warrant.31 Later, officers arrested Mr.Sirapob while he was traveling in a van to Kalasin province. At least five armed plainclothes military officers drove a Toyota Fortuner to block the van which was sandwiched by another car at the back. Everyone in the van was forced to lie down on a wet floor before the officers detained Mr.Sirapob and the driver. Later, Mr.Sirapob was charged with failing to obey an NCPO order and was granted bail, but officers from TCSD asked to continue detaining him in order to question him on charges of violating Section 112 and the Computer Crime Act due to Mr.Sirapob’s Facebook posts and poems published on the Prachatai website in June 2014.

					
					
						
							22) Mr.Cha-liao J.

							a tailor

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Unable to define the section

									
								

								
										
										Other charge:

									
										
										Sections 112 

									
								

								
										
										Latest progress:

									
										
										On 1 September 2014, the court of first instance ruled that the defendant was guilty and imposed a three-year imprisonment; however, due to the defendant's confession, the court reduced the penalty by half, suspended for two years.

									
								

							

							In June 2014, Mr.Cha-liao reported as ordered by the NCPO. He was extensively questioned before TCSD officers charged him with offences against Section 112 for publishing clips of a red shirt radio broadcaster named Banpodj on 4shared.32

							While detained in a military camp, he was questioned several times and was given a lie detector test because investigating officers believed that he himself was Banpodj. Mr.Cha-liao rejected that accusation but confessed that he uploaded the clips on 4shared. He told a reporter from Prachatai that he did not intend to publish the clips, but to keep it for later listening.33

					
					
						
							23) Lieutenant Commander Chanin K.

							Air Force officer under the Directorate of Aeronautical Engineering, Royal Thai Air Force

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (3)

									
								

								
										
										Other charge:

									
										
										Section 112

									
								

								
										
										Latest progress:

									
										
										On 15 June 2014, the NCPO spokesperson declared that Mr.Chanin was dismissed from his position.

									
								

							

							Chanin is accused of posting insulting messages 24 times between February and October 2010 expressing threats and malice towards the King on his Facebook account.

							Later in November 2010, Mr.Chanin filed a report to the Technology Crime Suppression Department (TCSD) saying that he was bullied by a friend from the Facebook page called “Social Sanction.” He also sent a letter asking for justice to the prosecutor of the Bangkok Military Court, saying that his identity and documents were forged by a computer-bullying gang. However, the court prosecutors agreed that Mr.Chanin did commit the crime as alleged, thus filed the case in February 2011.

							Currently, the case is under consideration of the military court of the first instance. Mr.Chanin is currently suspended from work.34 On 15 June 2014, Col.Winthai Suvaree, assistant spokesperson of the NCPO, said that Mr. Chanin had been removed from his position for posting messages that incite unrest in society.35

					
					
						
							24) Mr.Apichart P.

							graduate student at Thammasat University

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (3)

									
								

								
										
										Other charge:

									
										
										Sections 112, 215, and 216 of the Criminal Code and breaching an NCPO order

									
								

								
										
										Latest progress:

									
										
										On 24 June 2014, Mr.Apichart was released after the Bangkok Criminal Court dismissed the third request to detain him.

									
								

							

							In May 2014, Mr. Apichart attended a rally against the coup at the Bangkok Art and Culture Centre. He and at least other five protesters were arrested by military officers and taken to the military base near Sanam Pao36 and were later detained by police officers under martial law. Mr. Apichart was charged with violating NCPO Order No.7/2014 which prohibits assemblies or political gatherings of five people or more. He also allegedly violated Sections 215 and 216 of the Criminal Code for leading a riot, Section 112 and the Computer Crime Act because inspectors found that Mr.Apichart used his mobile phone to post messages on his Facebook insulting the monarchy.37

							On 30 May 2014, the Southern Bangkok Criminal Court rejected bail for Mr.Apichart because the penalty for the alleged offence was high. Also, investigating officers feared that he might escape. After the court dismissed the request, correction officers remanded Mr.Apichart in the Bangkok Remand Prison.38

					
					
						
							25) Pol Sgt Maj Prasit Chaisrisa

							former MP of the Pheu Thai Party

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Unable to define the section

									
								

								
										
										Other charge:

									
										
										Sections 112 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										On 13 May 2014, the Internal Security Operations Command (ISOC) filed a report at Chokchai Police Station requesting the prosecution of Mr.Prasit. Police officers registered the request. Meanwhile, ISOC said that it would provide transcriptions of Mr.Prasit’s speeches as evidence to complete the prosecution.39

									
								

							

							In May 2014, ISOC sent a letter to Dusit and Chokchai police stations requesting the prosecution of Mr.Prasit as his political speech in front of the Imperial World Ladprao Department Store referred to the monarchy in a way that violated the lèse majesté law. The clip was also published via the internet. These actions are considered criminal offences under Section 112 and the Computer Crime Act.40

					
					
						
							26) Mr.Akkaradet

							24-year-old student of the Faculty of Engineering, Mahanakorn University of Technology

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Sections 14 (1), (2), (3), (4), (5)

									
								

								
										
										Other charge:

									
										
										Sections 112 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										Because of the circumstances of the case concerning dissemination of information via the internet, the court did not grant bail. Due to the fact that Mr.Akkaradet is a university student, which means he is already mature, the court feared that he might flee if released on bail; therefore, Mr.Akkaradet was detained at the Bangkok Remand Prison.41

									
								

							

							In March 2014, Sutthisan Police Station received a report that a Facebook user named “Uncle Dom loves the King, too” (น้าดมก็รักในหลวงนะ) posted messages that might violate Section 112. There was evidence that this Facebook account was Akkaradet’s. Later, in June 2014, he was arrested and detained at the Bangkok Remand Prison without bail.

					
					
						
							27) Mr.Surapak P.

							43-year-old freelance software developer

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (3)

									
								

								
										
										Other charge:

									
										
										Section 112 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										On 26 March 2014, the appeal court agreed with the court of first instance to dismiss the accusation because evidence provided by the plaintiff did not have enough weight to decide whether Mr.Surapak was really guilty or not. The court also ordered the return of seized property to Mr.Surapak.42

									
								

							

							In September 2011, around 10 officers from the Department of Special Investigation (DSI) arrested Mr.Surapak at his private apartment, seizing a desktop computer, notebook computer, air cards and CDs, and accused Mr.Surapak of using the pseudonym “Dok Or” (ดอกอ้อ) to create a Facebook page named “I will rule the country with…” (เราจะครองแผ่นดินโดย…) and of posting five messages that violated Section 112.

							During the trial in the court of first instance, Mr. Surapak was never granted bail and was detained in prison for a year and two months until the court dismissed the case in October 2012 because prosecution evidence was insufficiently clear to rule that the defendant was guilty; thus to give the benefit of the doubt to the defendant, Mr. Surapak was later released.43

					
					
						
							28) Mr.Sarun Chuichai (Aum Neko)

							student from Thammasat University, political activist, and advocate for LGBT rights

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Unable to define section

									
								

								
										
										Other charge:

									
										
										Section 112 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										On 20 March 2014, investigating officers made an appointment for Ms.Porntipa to bring three more eye witnesses to give information, and also issued a summons for Mr.Sarun to hear the allegations on 24 March 2014 after the court considered from the evidence that this was a prima facie case. The video clip that Ms.Porntipa brought to the police could be used as evidence against Mr.Sarun. However, the police have not received any reply from Mr.Sarun whether or not he will meet the investigating officers. The police has already issued two summons. If Mr.Sarun still does not come to hear to allegations, the police will consider requesting an arrest warrant from the court.

										Mr.Sarun knew the date of the appointment to listen to his allegations, but not the location. Presumably, he understood that there would not be any investigation or questioning. Also, he hasn’t yet found a defence lawyer, and has only sought advice from various human rights groups.44

									
								

							

							In September 2013, Ms.Porntipa Supattanukul, host and producer of the programme “Best of Your Life" on the satellite television station “Siang Prachachon” (People’s Voice), reported Mr.Sarun for insulting the monarchy and violating the Computer Crime Act. The evidence Ms.Porntipa brought to investigating officers against Mr.Sarun comprise audio and visual clips from her TV show that included an interview with Mr.Sarun and messages that Mr.Sarun posted on his personal Facebook account “Aum Neko”

							Two months prior to the day Ms.Porntipa filed the report, she interviewed university students, including Mr.Sarun, on political and economic problems, but Mr.Sarun also mentioned the monarchy using harsh words. She also found from the interview that Mr.Sarun supported the movement that called for fellow students to commit such offences through Facebook. Ms.Porntipa thought that such action should be reported.45

					
					
						
							29) Mr.Katha P.

							former broker at a securities company

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (2)

									
								

								
										
										Other charge:

									
										
										None

									
								

								
										
										Latest progress:

									
										
										On 10 March 2014, the Supreme Court dismissed a request for bail citing flight risk.46 

									
								

							

							In November 2009, police officers arrested Mr.Katha in the Silom area, accompanied him in a search of his workplace and car, and also seized documents relating to the Same Sky forum. The officers accused Mr.Katha of violating Section 4 (2) of the Computer Crime Act using the alias “Wet Dream” to post false information about the royal family and the illness of the King on the Same Sky forum during the months of April and October 2009. These statements affected the security of the nation and caused panic among the public, leading to a dramatic decline in Thailand’s stock market in only one day.

							In December 2012, the court of first instance ruled that Mr.Katha committed two offences against Section 14 (2) of the Computer Crime Act and imposed a penalty of six years’ imprisonment due to the weight of credible evidence provided by the plaintiff showing that Mr.Katha was the owner of the alias “Wet Dream” and posted the alleged messages. However, because Mr.Katha confessed during the investigation which was beneficial to the case, the penalty was reduced by a third to four years’ imprisonment.47

							In April 2013, Mr.Katha appealed, claiming that he did not commit the offence, and was not the person who used the alias “Wet Dream.” The appeal court, nevertheless, ruled that Mr.Katha was guilty but admitted that the penalty was too severe. As a result, the court imposed four years’ imprisonment, reduced by one third to two years and eight months.48

					
					
						
							30) Mr.Ibrahim

							Saudi Arabian

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (2), (3)

									
								

								
										
										Other charge:

									
										
										Section 112 of the Criminal Code

									
								

								
										
										Latest progress:

									
										
										On 28 January 2014, it was reported that after Mr.Ibrahim was given a royal pardon, the Immigration Bureau detained him, and he was later released on bail on 24 January 2014. However, Mr.Ibrahim still had to remain in Thailand for a month before being returned to his country, and would be blacklisted from entering Thailand. During this period, his family in Thailand couldn’t contact him. The family then had to consult other agencies for assistance in this case.49

									
								

							

							In October 2010, Mr.Ibrahim was arrested in Chiang Rai and accused of violating Section 112 and Section 14 (2), (3) of the Computer Crime Act by entering false information into the computer system in August 2010. The information suggested a connection between the stock market decline and the illness of the King, which was deemed an insult to the King and a threat to the stability of the nation. Later, Ibrahim confessed during the investigation.

							In March 2012, the court ruled that Mr.Ibrahim was guilty under Section 112 and Section 14 (2), (3) of the Computer Crime Act, and was sentenced to three years’ imprisonment, but as Ibrahim’s statement was somewhat helpful, the court reduced the penalty by one-third to two years. In August 2013, the appeal court agreed with the decision from the court of first instance that it would not grant bail. As a result, Ibrahim was detained at the Bangkok Remand Prison, and decided not to appeal to the Supreme Court, but requested an individual royal pardon in November 2013, which he received in January 2014.50

					
					
						
							31) Mr.Kittiton “Kenji”

							52-year-old merchant

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 14 (2), (3)

									
								

								
										
										Other charge:

									
										
										Sections 80, 91 and 112 of the Criminal Code and Section 4 of the Criminal Code Amendment Act (6th edition) 1983

									
								

								
										
										Latest progress:

									
										
										On 12 December 2013, the court of first instance ruled that Mr.Kittiton was guilty under Sections 80 and 112 of the Criminal Code, and Section 14 (2), (3) of the Computer Crime Act. The penalty was the imprisonment for 13 years and four months, reduced by half to six years and eight months as the defendant pleaded guilty. Mr.Kittiton did not intend to lodge an appeal, but would request a royal pardon.

									
								

							

							In August 2013, police officers from the TCSD brought nearly 20 police cars to surround Mr.Kittiton’s house in Samut Prakan Province and arrested him. The officers alleged that Mr.Kittiton was the owner of the pseudonym “Kenji” who posted two messages that violated the lèse majesté law in August 2013 on a website named “Dang Dee Dee” (the former domain name was “InternetFreedom”), and planned to post further messages. Mr.Kittiton was arrested while opening the “InternetFreedom” webboard with the login name “Kenji”. The officers also found image files and text files stored in the computer that were considered to violate the lèse majesté law, insulting the King, the Queen, the Heir-apparent, and other members of the royal family, together with electronic recording devices. Later, Mr.Kittiton pleaded guilty and was detained at the Bangkok Remand Prison.51

					
					
						
							32) Ms.Chiranuch Premchaiporn

							executive director of Prachatai, an online newspaper

						
							
								
									
									
								
								
										
										Charges under the CCA:

									
										
										Section 15

									
								

								
										
										Other charge:

									
										
										None

									
								

								
										
										Latest progress:

									
										
										On 8 November 2013, the appeal court agreed with the court of first instance to impose a suspended sentence of eight months’ imprisonment, and fine of 20,000 baht to the defendant.52

									
								

							

							In March 2009, police officers arrested Ms.Chiranuch at the office of the Prachatai website, accusing her of violating Section 15 of the Computer Crime Act by intentionally supporting or allowing members of the Prachatai webboard to post on the forum a number of messages that threatened the stability of the country, and later Ms.Chiranuch was charged with an additional nine counts from the same offence because the officers found nine more posts on the webboard during the months of April and May 2008.

							In May 2012, the court of first instance sentenced Ms.Chiranuch to one year’s imprisonment and a fine of 30,000 baht due to one text message that appeared on the webboard for up to 20 days, which is long enough time for the webmaster to recognize and delete it, but Chiranuch neglected to take action within a reasonable period of time. She was therefore considered guilty by default for allowing people to import such data into a computer system. However, the court reduced the penalty to eight month’s imprisonment suspended for one year and a fine of 20,000 baht, as Chiranuch’s statement was useful to the case and she had never committed any offences before. Ms.Chiranuch later lodged an appeal.53 54

					
			
			
				Observations and demands from the Thai Netizen Network on litigation under the Computer Crime Act in 2014

					The recent increase in the suppression and arrests on lèse majesté offences committed on the internet is a result of the policies of the military government, and the suppression tends to become more and more intense.

					In 2014, there were up to 11 new cases under Section 112 and the Computer Crime Act (Section 14). Eight of these eleven cases are offences against the policy of the coup makers who later became the military government.

					The eight cases are: (names of the convicts/defendants in a lawsuit) Prasit, Apichart, Cha-liao, Sirapob, Tanet, Thanat, and Sombat.

					General Prayut Chan-o-cha, head of the National Council for Peace and Order (NCPO) and Prime Minister, told the National Legislative Assembly that he would use every approach including information technology in combating and suppressing defamation of the monarchy. This government has given high priority to this issue, which is consistent with the frequent arrests and prosecutions under Section 112 and the Computer Crime Act.

					The military government by virtue of martial took action against those suspected of online defamation of the monarchy by detaining them without a warrant for up to seven days prior to the issuance of an arrest warrant.

					The above mentioned eight cases share the same characteristics in that the accused were detained under martial law. While the accused were detained in a military camp, military officers used this period when lawyers and relatives were unable to contact them to investigate and gain enough evidence, and then asked the court for an arrest warrant. After that, the accused would be passed to police custody on an arrest warrant to be informed of their charges (most of which occurred on the seventh day of the detention under martial law), and to follow the usual proceedings.

					Also during detention under martial law, officers violated the digital rights of the detained persons. One frequent occurrence was to force the detained to reveal the passwords for email and Facebook accounts, etc. This kind of practice cannot be done in a normal investigation process. (Please read more in topic 2 “Infringement of personal digital rights, roles, situations on online information access and the coup”)

					The eight cases of online defamation of the monarchy after the coup were investigated and prosecuted in less than two months. All of these eight cases were carried out through arrests and prosecutions of the accused from the coup on 22nd May to early July 2014.

					Five out of the eight cases are defamation cases against the monarchy on the internet which police officers from TCSD were still investigating; however, the accused were prosecuted altogether just after the coup had happened. Some cases were from as far back as 2009 (the cases of Cha-liao, Sirapob, Katawoot, Tanet and Thanat).

					It is possible that the three remaining cases were filed to persecute opponents of the military government, such as the case of Prasit (former MP of the Pheu Thai party and leader of the United Front for Democracy against Dictatorship or UDD), Sombat (anti-coup leader) and Apichatpong (anti-coup protester). In the cases of Sombat and Apichatpong, both were arrested and charged with violating an NCPO order prohibiting rallies. Subsequently, they were charged under Section 112 and the Computer Crime Act while in detention.

					Section 14 of the Computer Crime Act is more frequently misused to suppress online content that contradicts the views held by some group of people, especially the government.

					In 2014, there were seven more computer crime cases about content stored in personal computers and five of these the complaint was filed by the government, including the case of Reuters News, Chaturon, Isra News, homework service, and the forger of an NCPO document. These cases were sued by the NCPO, Thai Royal Navy, judiciary, Ministry of Education, and NCPO, respectively. It can be seen that two lawsuits were filed against journalists, and one case against a political opponent. These incidences are considered a threat to media freedom, and an abuse of law to conduct political persecution.

					The case of Chaturon might be the first case where the prosecution used the Computer Crime Act, together with Section 116 on the Criminal Code in charges of publishing information on a computer system to incite the public. Mr.Chaturon is a politician who refused to report to the NCPO, and later issued a statement on his Facebook account to declare his political stance.

					Other cases were found to relate to the use of the Computer Crime Act to bring charges of online defamation between the private sector and individuals.

			
			
				
					The Computer Crime Act: A Strong but Wrong Dose for Combating Online Defamation

						
							*Excerpted from an article of the same name by iLaw

						
				
						Because computers and the Internet have become an integral part in our everyday lives, "computer crime" is increasing like a shadow. The Computer Crime Act 2007 or CCA was consequently enacted to deal with this issue. Actions that are defined as offences in the CCA are those committed through computer systems, such as unauthorized access to computer data, and eavesdropping, and interference in someone else's computers. These actions are explained in Sections 5-13, and called “offences against the system”. Apart from this, there are also “offences of content,” which are stated in Sections 14-16.

						Statistics from research from July 2007 to December 2011 reveal 62 lawsuits taken to court under the CCA were offences against the system and 215 were offences of content. These findings have subjected the Computer Crime Act to criticism about whether it should include offences relating to content or not, since the CCA is intended to deal only with acts that cause technical damage to a computer system. In addition, many offences under the CCA overlap with existing laws. For example, Section 14 (4) covers pornography which is already dealt with under Section 287 of the Criminal Code on the dissemination of pornography, and Section 14 (3) covers threats to national security which is covered by Sections 107-135/4 of the Criminal Code. Section 14 (1) has also been cited in many libel cases, while the offences of defamation and defamation by publication are already stipulated in Sections 326 and 328 of the Criminal Code.

						What is an offence under section 14 (1)?

						Section 14 (1) of the Computer Crime Act covers any offence (1) that involves import to a computer system of forged computer data, either in whole or in part, or false computer data, in a manner that is likely to cause damage to that third party or the public. Such wording in a law is open to very different interpretations. Therefore, offences under lawsuits filed in Section 14 (1) can be include:

						
								offences against the system, such as forgery of files to install into computer systems in order to destroy them;

								falsehood and deception, such as decoration of a homepage so that it looks like the site of a financial institution;

								defamation by publishing false information.

						

						These three offences are completely different in that the first two cases are offences that cause damage to the people while defamation offences are personal. Additionally, the offences against systems and fraud are usually proven whereas defamation cases have a high rate of dismissal.

						owever, according to statistics from July 2007 to December 2011, the largest number of lawsuits under the CCA in the court of first instance was filed under Section 14 (1). Of these, most were cases of libel, followed by cases of fraud and offences against the system in order.

						What does Section 14 (1) cover?

						An important element of offences under Section 14 (1) is forged information or false information in computers which is unlike the libel law that is not concerned with whether the given information is true or not. Even if the information is true, if it brings the victim into disrepute, or makes the victim subject to contempt or hatred, it constitutes the offence of defamation.

						The original purpose of this section is to prevent and combat the counterfeiting of computer information, such as forged websites intended to mislead internet users in order to steal information, also known as phishing. The goal of Section 14 (1) is to fill the gaps in criminal law regarding document counterfeiting. The offence of document forgery as stated in the Criminal Code covers only information presented in the form of paper or other tangible objects. It cannot be interpreted to cover the counterfeiting of electronic information.

						However, according to statistics, it is found that Section 14 (1) has mostly been used to prosecute libel cases. This raises the question of whether the enforcement of Section 14 (1) in online libel or defamation cases serves the intended purpose of the law or not.

						The effect of the use of Section 14 (1) in defamation offences

						
								The use of the CCA in defamation offences is considered redundant because the offence of defamation is already provided for in the Criminal Code. Although an action may be committed on the internet, it is still an offence in terms of defamation by publication. The existence of the two laws causes confusion in the interpretation of how to enforce the law, and in which situation. The result is a cluster of reports filed at police stations and in the courts.

								The rate of penalty is high. An offence under Section 14 (1) is imprisonment of not more than five years and a fine not exceeding 100,000 baht, while the offence of defamation carries a penalty of imprisonment not exceeding one year and a fine not exceeding 20,000 baht guilty and the offence of defamation by publication carries a penalty of no more than two years in prison and a fine not exceeding 200,000 baht. When Section 14 (1) of the Computer Crime Code is used to sue in defamation cases, the defendant must bear a heavier penalty.

								The case cannot be compromised. Libel is an offence against individuals. A number of cases upon reaching the court can be compromised by demanding that the guilty party indemnify and/or apologize, and that puts an end to the lawsuit. However, offences under Section 14 (1) of the Computer Crime Code cannot be compromised in this way. Even if the victim and the defendant reach an agreement to close the case, offences under Section 14 (1) must be prosecuted, this cluttering the court with unnecessary lawsuits.

								There is no principle of truth or public interest. According to Sections 329-330 in the Criminal Code, allegedly defamatory statements made out of good intentions, or criticisms that are beneficial to the public are not counted as offences and carry no penalty. Offences under Section 14 (1), however, have no exceptions even if the defendant claims the right of exercising freedom of expression to criticize with a good intention and honesty which results in public benefit.

								It threatens the freedom of the press. Presently, there are many online media. Even the mainstream media has developed online channels as a further means of communication. Whenever a lawsuit for defamation arises, it is often filed under Section 14 (1), which increases the burden on the media or the accused of fighting the case in the court. The number of lawsuits against media agencies under Section 14 (1) is tending to grow, with a great impact on the climate of freedom in society.

						

			
		
		
			

			

		
	

	
	
		
			
				The Situation on Access to Online Media and the Coup

					
						*Adapted from The digital agenda of the NCPO: the first two months by Arthit Suriyawongkul and Wipawee Pongpin

					
			
				A Political crisis in Thailand began in late 2013 and continued to mid-2014 until General Prayut Chan-o-cha, Commander-in-Chief of the Army, in the name of the Peace and Order Maintaining Council (POMC), declared martial law on 20 May 2014. On the same day the POMC asked for cooperation from internet service providers (ISPs), and other relevant parties on social media to refrain displaying messages that incited violent conflict, a lack of confidence and lawlessness, and which disrupted to the work of POMC; otherwise, the POMC would immediately suspend their service and summon the perpetrators to face legal action.

				This order was only the beginning of controls over the media and the Internet by the military government because after General Prayut as the Head of National Council for Peace and Order (NCPO) carried out the coup and overthrew the acting government of the Pheu Thai Party on 22 May 2014, the NCPO increased the level of strict supervision of internet use by the public. Some television channels were closed down, especially political TV stations which were banned for a long time. An order was issued prohibiting media of all kinds from disseminating seditious content; otherwise, they may be closed down.

				The NCPO issued Announcement No.26/2014, authorizing the Ministry of Information and Communication Technology (MICT) to access all internet traffic. This means that MICT can eavesdrop and legally spy on citizens. It also sought to control internet communications by ordering ISPs to cooperate with the NCPO. There have also been blockings of websites, particularly Facebook. There were attempts to ask social network providers from abroad to monitor the behaviour of people using the internet, and attempts to motivate people to monitor others in society and provide leads to the government. The NCPO also used a roundabout method to obtain information on internet users and force detainees to disclose their user names and passwords to access their email accounts and other online social networking accounts.

				

				This chapter will summarize the situation on online data access since the declaration of martial law on 20 May 2014 and the coup d'état on 22 May 2014 to 31 May 2014.

			
			
				Online media control

					Prohibited Access

						Requests to domestic internet service providers to examine and block certain online media

							On 21 May 2014, the Peace and Order Maintaining Command (POMC) called a meeting with every ISP authorized by the Office of the National Broadcasting and Telecommunications Commission (NBTC) and demanded their cooperation in monitoring and blocking any content that might instigate conflict and threaten peace and order as defined by the POMC Order No.8/2014.55 After the NCPO seized the power, NBTC and MICT called on ISPs to follow the orders of NCPO by closing down websites with URLs selected by the NCPO within an hour.56

							
								Example case NCPO request for cooperation from ISPs to block Facebook

								On 28 May, at 15.50 pm, many internet users found that they could not access Facebook without any apparent cause. Later, a tweet from JS100 reported at 16.20 pm, the Permanent Secretary of the MICT ordered the temporary suspension of Facebook after finding provocative messages.

								Shortly afterwards, JS100 tweeted two more messages to reject the first report. The two messages were 16.30 - NCPO reaffirms that it is not blocking Facebook but has detected a technical problem regarding the gateway. The system will be resumed at 17.00. and 16:39 - The Permanent Secretary of MICT points to a gateway problem that caused the system failure; however, the system has been restored.57 On the same day, the ICT Minister admitted to Reuters that Facebook had been blocked, but the link to Reuters News was already blocked.58

								Later, a team of NCPO spokesmen issued a statement that the NCPO never issued any order to block Facebook. Col.Nattawat Chancharoen, Deputy Army Spokesman said There is no need for the NCPO to block the website, and if there is a reason to do so, we would publicly issue the order first. At the same time, MICT also denied that they had blocked Facebook and insisted that the Ministry abided by Order No.26 of NCPO which states that if a website incites people to create chaos or rifts in society or expresses any insult to the monarchy, the Ministry can deactivate that website, but the Ministry does not have the authority to casually block any websites. A preliminary investigation found that the problem was probably due to the internet gateway.59

								Meanwhile, a foreign media report stated that the Telenor Group can confirm that on Wednesday 28 May DTAC received notification at 15:00 local time from the National Broadcasting and Telecommunications Commission of Thailand to restrict access to Facebook temporarily.60

								National Telecommunications Commission of NBTC viewed that for Telenor to give such a statement to the media was inappropriate, and it would set up a committee to investigate whether the shareholding of DTAC followed the law on foreign shareholding or not. It would also inspect the shareholding activities of other suspected companies, which if found guilty, would not be able to participate in the auction of the 4G network.61 Later, the Telenor Group and DTAC issued a statement apologizing to the NBTC and NCPO.62

							

						Request for cooperation from overseas Internet Service Providers to investigate and block social network sites and content

							On 29 May 2014, Pol Maj Gen Pisit Pao-in, Advisor to the Permanent Secretary of MICT, as the head of the Online Social Media Investigation Working Group, revealed a plan to send senior officers to negotiate with the LINE company, an online chat service provider, at its headquarters in Japan to request permission to monitor the use of LINE by Thai citizens, saying that the Working Group would mainly monitor the chat logs of those who violate the law.63

							Additionally, the committee would talk with the headquarters of Facebook and a regional office of Google in Singapore to request the right to block Facebook accounts and YouTube clips that violated NCPO orders by insulting the monarchy, or threatening to destroy the harmony of the people.64

							However, the NCPO cancelled the plan on 3 June 2014 with the reason that after the news was publicized, internet users started to use other means of communication to send texts.65

						The number of websites blocked by category

							On 27 May 2014, Mr.Surachai Srisarakam, Permanent Secretary of MICT, closed down 219 websites with inappropriate content that insulted the monarchy, and threatened to destroy national stability as defined in an NCPO announcement.

							Two days later, the NBTC informed every ISP and international gateway keeper to monitor and block 120 news items that might affect the country’s stability, and to submit progress reports as requested by the NCPO.66

							On 1 July 2014, a Facebook page known as “Police TV - TV for people and citizen police network” posted that police investigators had found 1,501 websites that had to be closed down. 995 websites had already been closed while blocking the other 506 websites was in progress.67 68

							Another page called “Cyberpatrol” or “Ja Hook”, which is administered by the police, provides another channel for people to report any suspect sites via Facebook, twitter, email, and LINE. The police also continuously searched for and blocked suspected sites.69 However, the number of blocked or officially closed URLs has never been revealed.

							Meanwhile, Thai Netizen Network received a few reports claiming that after the coup, 54 URLs were inaccessible, together with another 51 different URLs identified from research on information control during Thailand’s 2014 Coup, conducted by Citizen Lab of the University of Toronto, Canada.70 The categories of content published on the closed websites are shown below.

							
								Table 2 Websites blocked after the coup, categorized by content
								
									
									
									
								
								
									
											
											Rank

										
											
											Content Category

										
											
											Number

										
									

								
								
									
											
											Total

										
											
											104

										
									

								
								
									
											
											1

										
											
											Anti-coup - NCPO

										
											
											20

										
									

									
											
											2

										
											
											Incitement, creating divisions

										
											
											18

										
									

									
											
											3

										
											
											Civic society media

										
											
											15

										
									

									
											
											4

										
											
											Sports or gambling

										
											
											15

										
									

									
											
											5

										
											
											Pornography

										
											
											15

										
									

									
											
											6

										
											
											Pirated content

										
											
											7

										
									

									
											
											7

										
											
											Monarchy-related content

										
											
											4

										
									

									
											
											8

										
											
											Programmes to hide identity/ or IP address

										
											
											3

										
									

									
											
											9

										
											
											Fake Facebook pages

										
											
											1

										
									

									
											
											10

										
											
											Others

										
											
											6

										
									

								
							

							Cases of website blocking occur not only in the realm of the freedom of expression or access to political content. For example, on 17 June 2014, atpworldtour.com, the official website of the ATP Tennis World Tour was found to have been blocked by the Central Investigation Bureau, the Royal Thai Police, and MICT.

							Two days before this, two sports websites, soccersuck.com and livescore.com, were also closed, affecting sports fans across the board.

							dailymail.co.uk, a foreign news website was also closed down, preventing citizens from updating themselves on news from abroad. E-book websites such as scribd.com, which has a huge compilation of romantic novels, extreme sports articles, historical novels and so on, was also inaccessible.

					Behaviour monitoring

						Encouraging citizens to monitor and report one another

							On 23 June 2014, the police asked for cooperation from the public to help the government monitor suspicious activities, and offered rewards for information leading to the arrest of people who displayed symbols against the NCPO both in public places and online. Anyone who recorded such incidents and sent them to the Royal Thai Police would receive a 500 baht reward if the videos or pictures led to the arrest and prosecution of the persons recorded.71 72 People were also invited to report to the “Ja Hook” page on Facebook73 to help “clean up the online community.”74

							Under the NCPO order prohibiting political gatherings of five people or more, with a maximum penalty of two years imprisonment or 40,000 baht fine or both if the order is violated, the act of sending messages via Facebook or scheduling online demonstrations or displaying political symbols such as holding up three fingers or any other symbol, is considered as incitement to violate the law. Those committing such actions will be liable to a maximum of seven years imprisonment as stated in Section 116 (3) of the Criminal Code. Facebook or LINE texts to others, as well as clicking a “like” button on anti-NCPO content, are also considered as offences.75 76

							For raising three fingers as an anti-coup symbol, as in the film “The Hunger Games”, a person can be arrested by the police and can be sent to receive a course or training provided by the military to change his or her attitude.77

						Using an application on Facebook to record users’ information

							On 20 June 2014, Thai Netizen Network detected a government attempt to secretly snare information on internet users. On the “tcsd.info” webpage of the Technology Crime Suppression Division (TCSD), which usually appears when a user attempts to enter a site that is blocked, a “close” button appeared, but when the user pressed the button to exit the site, he or she would be directed to a Facebook page named “Login.” On that page, the user will be asked for permission to let the application “Login” access the user’s information. If the user presses “allow”, the application will access the user’s email and public profile. Some users who are not aware of the trap may mistake this “Login” application as a way to log in to their Facebook account. Similar applications will appear when users press “Sign in with Facebook”. Another trap comes in the form of “Sign in with Google.” When users sign in, it will not direct the users to Google, but to the permission page to use an application named “TCSD”, the English-language abbreviation of the Technology Crime Suppression Division. This application will gain access to users’ emails and public data.78

							
								[image: This page of tcsd.info indicates that the site is blocked.]
								
									Figure 1 This page of tcsd.info indicates that the site is blocked. In the top right corner of the page appears a “close” button, which, clicked, will direct the user to the permission page of the application “Login” on Facebook. Users who are not aware of the trap may understand that clicking “allow” means to sign in on Facebook.79
									
										Text from figure 1

										Sorry for the inconvenience. Access to this content is temporarily suspended by the Central Investigation Bureau, the Royal Thai Police and the Ministry of Information and Communication Technology.

										For more information, contact:

										
											Technology Crime Suppression Division

											Central Investigation Bureau, the Royal Thai Police

											120, Moo 3, 4th floor, South Wing, the Government Complex Commemorating His Majesty The King’s 80th Birthday, Chaeng Wattana Rd., Bangkok, 10210

											Telephone 02-143-8447
										

									
								
							
							
								[image: Picture of Google Account Permissions that asked the user to allow TCSD application to access the informations about user email address and basic information about user’s acount from the user’s Google account.]
								
									Figure 2 If users click “allow”, the “Login” application will receive the emails and public profiles of the users.80
									
										Description

										Picture of Google Account Permissions that asked the user to allow TCSD application to access the informations about user email address and basic information about user’s account from the user’s Google account. In popup box, if the user click accept. Google Account Permissions will redirect the user to http://www.tcsd.info/google_login.php

									
								
							
							Later, the TCSD website explained that the collection of information on those providing traces or those using services is a data collection procedure of the TCSD.info website which is authorized by Section 26 of the Computer Crime Act which is similar to any other website that does the same by asking users to register through Facebook to enter. A large number of people providing traces enabled TCSD to prosecute many offenders, making online society cleaner.81

							From the perspective of the Thai Netizen Network, TCSD has the right to collect information for the purpose of management or can do so when those providing information allow this and clearly know what data will be shared with TCSD, and for what purpose the data is being collected. The problem in this case is that the design of the TCSD’s application is not sufficiently straightforward.82

						NCPO checks on internet users by monitoring messages posted on social network sites

							Pol Maj Gen Pisit Pao-in, Advisor to the Permanent Secretary of MICT at the time, and head of the Online Social Media Investigation Working Group of the NCPO, revealed that the working group will monitor LINE conversations. Our team will monitor users’ conversations by signing up for LINE accounts and sending friend requests to users. Once users accept the friend requests, our team will keep an eye on any published information in LINE groups that might violate the orders of the NCPO. The next step is to suspend or block conversation groups.83

							In another case the NCPO asked for cooperation from Mr.Thanapol Eawsakul, editor of Same Sky magazine, in not posting messages that might evoke negative attitudes among people towards the coup makers.84 Mr.Thanapol had previously been summoned to report under NCPO Order No.5/2014 and was released on 30 May 2014, but he had to sign acceptance of the conditions in NCPO Announcement No.39/2014 before he could be released. Mr.Thanapol, however, violated the agreement by posting political messages on Facebook, causing him to be detained again for five days. To be released, he had to sign his name and agree to the conditions for release which prohibited any political activities.85

							
								[image: Facebook status of Mr.Thanapol Eawsakul]
								
									Figure 3 Facebook status of Mr.Thanapol Eawsakul
									
										Text from figure 3

										Thanapol Eawsakul

										NCPO just called me to cooperate with them by not posting any political messages that might create misunderstanding and negative attitudes to the coup makers.

										As a citizen under the regime with NCPO as the sovereign power, I will not post any messages or express any ideas that will result in a negative effect on the coup makers.

										Declared on 4th July 2014 at 15.30

									
								
							
							The Assembly of the Poor posted on its Facebook page pictures of armed military officers and forest officials, both in uniform and plainclothes, visiting local villagers. The caption read The fate of the Kao Bat villagers, Non Din Daeng District, Buriram, under military rule, 7-8 July 2014.86

							Later, two Facebook users posted threatening comments on the picture saying I know who you got that picture from ha-ha-ha-ha and I remember this angle. See you tomorrow.87 The owner of the page believed that these accounts were owned by two military officers (based on the profiles of other people who came to comment on the picture)88 and during the following days, the page reported the situation when military officers reached the area and searched the houses of local people.

						Report that the Thai government was installing a device to eavesdrop on domestic internet use in targeting lèse majesté websites.

							Prachatai English reported on 15 September 2014 unsubstantiated claims that the Thai government may spy on domestic internet use by installing spying devices. The devices would be able to eavesdrop even on encrypted connections. The purpose of the device is to search for those who violate Section 112, to arrest those who post messages insulting the monarchy, and to see who visits these sites.89

					Controls on Expression

						Restricting the space for expression

							On 27th May 2014, Wassana Nanuam, a Bangkok Post reporter specializing in military affairs, posted a message on her private Facebook account saying that NCPO asked for her cooperation in not commenting on anything on Facebook because it would lead to political conflict.90 91

							
								[image: Wassana Nanuam’s post on her personal Facebook page that the NCPO asked for her cooperation by blocking comments]
								
									Figure 4 Wassana Nanuam’s post on her personal Facebook page that the NCPO asked for her cooperation by blocking comments
									
										Text from figure 4

										Warning from NCPO, The Royal Thai Army said that there were divisive comments that might cause conflicts on my Facebook, and that even though my duty is to report news, I must take responsibility as the owner of this Facebook account for any divisive comments from others. The Royal Thai Army; therefore, asked me to cooperate with them by not allowing other people to comment because it would create divisions. I have explained to them that I could not technically block comments from 5,000 people in my friend list, but I already blocked comments from tens of thousands of followers. What really happens on my timeline is that my friends from two political poles would start word wars by themselves. Previously, I already begged you not to start a fight here, but my attempt seems to have failed, so I ask for your cooperation once again not to post any comments on my page in order to keep this area as a place for publishing military news. Still, if you want to comment, I can never stop you, but I might have to say goodbye in advance.

									
								
							
						Penalties for showing political symbols on social network sites

							The Metropolitan Police Bureau said that those who send messages through LINE or Facebook to call for political demonstrations, symbolic expressions such as raising three fingers, or any means of political expression to incite people to violate the law, will receive a maximum sentence of seven years imprisonment according to Section 116 (3) of the Criminal Code.92

							
								Case study: The arrest of Mr.Sumet

								Mr.Sumet posted on Facebook a picture of himself raising three fingers with a caption saying Bye-bye Terminal 21. I’d rather go to Fortune… Later, when Mr.Sumet took the subway to Fortune Town (a shopping mall), he was arrested by officers and taken in a car. He was charged with assembling 100 people in front of Fortune Town Shopping Mall, Ratchadaphisek Rd. to protest the coup.93

								A report on the human rights situation in Thailand that came out one month after the 2014 coup stated that those detained by NCPO were forced to sign documents accepting every term and condition set by the military, such as refraining from any political activities, before being released, as in the case of Mr.Thanapol.

							

					Media mission “Return Happiness”

						In early June 2014, many “return happiness to the people” events occurred around Bangkok, such as a music show in the Tha Phra Athit area94 and in the Victory Monument area where the military provided loudspeakers, trucks, cutouts, free admission to a nearby zoo, and a selfie area with a large cutout bearing the word “Happiness”. People were allowed to take pictures with military officers95 inspiring a trend of hashtags #handsomesoldiers (#ทหารหล่อบอกด้วย) and #prettysoldiers (#ทหารสวยบอกต่อ) on Facebook and twitter.96

			
			
				Violation of personal digital rights

					Seizure of communicating devices, computers and social network accounts

						People who reported to the military or were detained were asked to enter their social network sites or to reveal their passwords for the sites.

							A report on the human rights situation one month after the 2014 coup in Thailand indicated that after a person was arrested, police officers might use information derived from his or her email or Facebook account whose passwords were forced out of the arrested persons to further the case and arrest more people.

							Furthermore, the report also stated that during interrogation, police officers would confiscate communication devices to check whether or not any crimes had been committed by using these devices (especially violations of Section 112), or any actions taken against NCPO orders. Officers might use this information in legal proceedings.97 Such action is considered a violation of privacy by government agencies in order to directly access the identity of the arrested.

						Computer seized after official raid on a house was not returned even after the detainee was released.

							
								Case study: Raid on the home of Mr.Somyot Phrueksakasemsuk

								On 25 May 2014, around 20 military officers and TCSD police searched the house of Mr.Somyot Phrueksakasemsuk, former editor of the “Voice of Thaksin” magazine and defendant in a lèse majesté case, who was detained in prison. The authorities seized around 20 electronic devices such as smart phones and CDs for investigation, and took Mr.Somyot’s wife, Mrs.Sukanya Phrueksakasemsuk, together with their son and daughter to the Thai Army Club in the Thewet area.

								During detention, the officers claimed that the IP address of the computer at Mr.Somyot’s house was used to publish messages that threatened the national security, or content that insulted the monarchy through a Facebook page. However, Mrs.Sukanya denied the accusation saying that nobody who lived in that house was the administrator of the page. Later, Mr.Somyot’s wife and children were released on condition that they must not create or participate in the campaign to amend Section 112, and that they must not express their political opinions publicly.

								Mrs.Sukanya mentioned that incident, saying that it made her and the family afraid to talk with others or to write messages on Facebook, and up to now the family’s electronic devices have not yet been returned. Also detention at the Thai Army Club violated her family’s privacy because the officers did not officially seek court warrant.98

								In other cases police officers seized persona electronic devices; for example on 27 May 2014, military officers raided the Rose Grand Palace Hotel, the venue of Rak Chiang Mai 51 radio station, and seized a video camera, camera, and five laptops. On 29 May 2014, officers raided the house of Mr.Pradit in Sukhothai Province and seized two walkie-talkies, and one laptop. On 20 June 2014, the office of the Red Cyber Group at Imperial Lat Phrao Shopping Mall was raided and a computer was seized.99

								Moreover, some people who were arrested were not charged with offences under the Computer Crime Act, but their electronic devices were seized anyway. For example officers searched a house, arrested the father and seized the communication device of the son, even though the son was not arrested.

							

					The dissemination of detainees’ personal information 

						Social network passwords are requested from those who are arrested and questioned by NCPO

							Many people detained by the NCPO gave similar accounts of officers seizing their mobile phones, asking for usernames and passwords,100 and requesting detainees to login to Facebook to see the data and messages. After the detainees were released, their passwords would be changed, but there were no reports whether information was changed or lost in any way.

							
								Case study: Mr.Apichat (undisclosed surname), 25 year-old graduate student from Thammasat University, and officer of the Law Reform Commission of Thailand (LRCT)

								On 23 May 2014, Mr.Apichat was detained while holding placards protesting the military coup in front of the Bangkok Art and Culture Centre. After seven days of detention, he was taken to the Bangkok Remand Prison and classified as a third stage prisoner. He was denied bail.

								Three days later, while Mr.Apichat was still detained and his phone confiscated, images of him taken with the Red Shirts leaders such as Jatuporn Prompan, Nattawut Saikua, and academics and activists who campaign for amendment of Section 112 such as Netiwit Chotipatpaisal, Somsak Jeamteerasakul, Sarun Chuichai (Aum Neko) and Worachet Pakeerut appeared on the Chaopraya News website,101 and the Khon La Mat page on Facebook.102 On these sites, old Facebook statuses, past political activity pictures of the detained were published in large numbers.103

								The website of Isra News reported the arrest of Mr.Apichat by stating Meanwhile, the military restored many files from a personal computer in that house and found many possibly illegal messages posted on the Internet,104 but Isra News did not provide concrete evidence of the house raid or the files.

								Mr.Apichat was alleged to have violated Sections 112, 215, 216 of the Criminal Code, and Section 14 (3) of the Computer Crime Act. An acquaintance of Mr.Apichat who served as a witness during the questioning said that a piece of evidence claimed to be a message in Mr.Apichat’s Facebook account was sent to the military authorities; he was therefore charged under Section 112 as well.105

							

			
			
				Structural changes in media and telecommunications policy

					New organizations and organizational restructuring to oversee media - online media

						Under an NCPO Announcement establishing agencies and organizational restructuring (No.34/2014), two NCPO agencies were created.

						
								The National Peace and Order Division contains at least two agencies related to the media: an information and public relations working group and a media monitoring group.

								The Pubic Administration Division has two working groups related to monitoring the media: a national security working group and a special affairs working group. MICT is represented in the national security group as are the ministries of Defence, the Interior and Foreign Affairs.106
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								Figure 5 NCPO secretariat structure according to NCPO Announcement No.22/2014
								
									NCPO secretariat structure according to NCPO Announcement No.22/2014

								
							
						
						The special affairs group is in charge of overseeing the working groups to monitor the dissemination of news to the public and comprises five working groups: (1) a working group to monitor radio broadcasting chaired by the Secretary General of the NBTC; (2) a working group to monitor television broadcasting chaired by the Secretary General of the NBTC; (3) a working group to monitor print publications chaired by the Commander of the Special Ranch; (4) a working group to monitor the online community and social media chaired by the Permanent Secretary of MICT; and (5) a working group to monitor foreign news dissemination chaired by the Permanent Secretary of the Ministry of Foreign Affairs.

						The working group to regulate use of the internet and social media

							This working group is chaired by the Permanent Secretary of MICT. The goal is to oversee and monitor the use of social media. The work is divided into three parts.

								
										The administrative working group responsible for administrative support for operations, headed by the Deputy Permanent Secretary of MICT

										The data examination and analysis working group, headed by Pol Maj Gen Pisit Pao-in, advisor to the Permanent Secretary of MICT, responsible for investigating and suspending computer data traffic in breach of NCPO orders and producing reports for the third group

										The investigation, suppression and prosecution group, headed by the Commander of the Technology Crime Suppression Division, Royal Thai Police

								

							Mr.Surachai Srisarakham, Permanent Secretary of MICT said Right now we have three working groups that regulate and control online media 24 hours a day, including the NCPO working group operated by the Royal Thai Army, the war room of the NBTC, and MICT, all of which are coordinated by the NCPO war room. The NCPO will identify individuals who need to be under special surveillance. The NBTC and MICT will direct and regulate the use of the internet and keep it consistent with the order issued by the NCPO. This order is enforced with more severity than the Computer Crime Act because those who violate this order will be prosecuted in a military court and may face two years’ imprisonment or a fine not exceeding 40,000 baht, or both.107

							In addition, Section 17 of the Interim Constitution authorizes the NCPO with power equal to or above a new government,108 where the power of the NCPO head parallels the authority of the Prime Minister. The NCPO can appoint, transfer and fire ministers from their positions,109 putting the NCPO administrative structure above that of the new government.

						
							The Football Gambling Prevention and Suppression Centre during the 2014 World Cup

								The Royal Thai Police opened the Football Gambling Prevention and Suppression Centre during the 2014 World Cup to strengthen preventive measures against football gambling. The centre was to suppress all types of gambling whether they take place online, at football clubs, by telephone, at restaurants, or via SMS.

								Pol Maj Gen Pisit Pao-in, advisor to the Permanent Secretary of MICT, said that football gambling in Thailand had increased 30%. The Ministry of Information and Communication Technology and the police will work hard, and we will use the authority of the NCPO order on gambling control to close down any websites that secretly or openly allow football gambling. We will also collect evidence and witnesses to search for those behind the scenes.110

							
					Infrastructure and resource allocation policy

						Programme for better-regulated technological infrastructure

							MICT has proposed a National Digital Internet Gateway project, requesting a budget in fiscal year 2015. The project came from the NCPO’s idea to link every ISP with TOT and cat in order to gather all Thailand’s internet gateways together in one spot which will be regulated by MICT, making it easier to block websites or prevent cyber terrorism and cut foreign rental fees.111 The Ministry has also planned to create a ‘Thailand social network’ for the Thai people, with a clear and concrete plan expected within 1-2 months.

							Meanwhile, a news source from the industrial sector reported an inquiry about the procurement of equipment for internet login with a smart card.112

						More domestic capital or government-centralized resource allocation policy

							The Office of the Auditor General of Thailand (OAG) proposed that NCPO restructure NBTC and the qualifications of NBTC commissioners, such as age. Currently NBTC commissioners must be at least 35 years of age; the OAG deems that this is too low when compared to other organizations under the constitution where the requirement is at least 45 years.113 Later, the NCPO planned to transfer the research and development fund for national broadcasting and telecommunications, worth 50,000 million baht, to the Ministry of Finance.114

							Moreover, NCPO Announcement No.80/2014 amended the Act on Assigning Radio Frequencies and Regulating Broadcasting and Telecommunications Services B.E.2553, turning future revenue from the auction of national broadcasting and telecommunications digital TV and digital radio frequencies into public revenue.115

							On 17 June 2014, Mr.Takorn Tantasith, Secretary General, Office of NBTC, made a statement that the NCPO had instructed him to postpone temporarily implementation of four big projects:116

								
										Auction of 1800 MHz frequency licenses;

										Auction of 900 MHz frequency licenses;

										Project to provide social services and inclusive basic telecommunication services (USO);

										Project to support the transition of analogue televisions to digital by distributing coupons to consumers.

								

							Meanwhile, TOT Public Company Limited submitted three proposals for the NBTC to consider for submission to the NCPO.117 The three proposals are:

								
										to abolish Section 84 of the NBTC Act which states that TOT shall keep all revenue from concession contracts as public revenue since late 2013. TOT reported that the practice affected its financial status.

										TOT shall continue to use the 900 MHz frequency and it shall be considered TOT’s asset without expiration date, or TOT shall be authorized to continue using the frequency for 15 years while the concession is to be terminated in 2015.

										TOT shall continue to use the 900 MHz frequency and it shall be considered TOT’s asset without expiration date, or TOT shall be authorized to continue using the frequency for 15 years while the concession is to be terminated in 2015.

								

			
			
				Summary of the NCPO Announcements and Orders relating to the internet and online media

					The Interim Constitution B.E.2557 declares that every order and announcement of the NCPO is considered law.

					
						Table 3 Summary of the Announcements and Orders of NCPO related to the internet and online media
						
							
							
							
							
						
						
							
									
									Date

								
									
									Announcement / Order

								
									
									Subject

								
									
									Content summary

								
							

						
						
							
									
									20 May 2014

								
									
									POMC Order No.8/2014

								
									
									Request for Cooperation from Social Media Networks

								
									
									
											Pursuant to Section 11 of the Martial Law Act B.E.2457, operators of social media networks and those concerned are asked to cooperate in preventing messages aimed at inciting violence, disrespect and violations of the law as well as provoking resistance and opposition to the POMC. If these activities are found to continue, the POMC will terminate services and prosecute offenders.

									

								
							

							
									
									22 May 2014

								
									
									Announcement No.12/2014

								
									
									Request for Cooperation from Social Media Networks

								
									
									
											Operators of social media networks and those concerned are asked to cooperate in preventing dissemination of messages aimed at inciting violence, disrespect and violations of the law as well as provoking resistance and opposition to the NCPO.

									

								
							

							
									
									22 May 2014

								
									
									Announcement No.14/2014

								
									
									Prohibition of Instigation of Conflicts and Opposition to the Function of the NCPO

								
									
									
											Media are prohibited from interviewing academics, government officials, former judges, and independent organizations.

											Media are prohibited from criticizing the NCPO or disseminating official secrets. Those who violate this order shall be immediately charged and prosecuted.

											Provincial Governors and police are asked to suppress any gathering against NCPO.

									

								
							

							
									
									22 May 2014

								
									
									Announcement No.17/2014

								
									
									Dissemination of Information and News through the Internet

								
									
									
											Every ISP is asked to cooperate in monitoring, inspecting, and suspending the transmission of any distorted and provocative information which might cause turmoil in the Kingdom or affect national security.

											Every ISP is asked to report to the National Broadcasting and Telecommunications Commission.

									

								
							

							
									
									22 May 2014

								
									
									Announcement No.18/2014

								
									
									Dissemination of Information and News to the Public

								
									
									
											All mass media entrepreneurs are asked to refrain from transmitting seven kinds of news and information (false messages, news threatening national security, criticism of the NCPO, confidential government information, provocative information, persuasion to gather against the NCPO, and threats that cause public fear).

									

								
							

							
									
									23 May 2014

								
									
									Announcement No.22/2014

								
									
									Administrative structure and assignation of duties and responsibilities of NCPO

								
									
									
											Ministry of Information and Communication Technology, along with the Ministries of Defence, the Interior and Foreign Affairs, shall be under the Security Division.

									

								
							

							
									
									24 May 2014

								
									
									Announcement No.26/2014

								
									
									Inspection of the use of social media

								
									
									
											Permanent Secretary of MICT shall appoint a social media working group authorized to access cyber traffic and suspend the dissemination of messages aimed at inciting violence, disrespect and violations of the law as well as provoking resistance and opposition to the NCPO.

									

								
							

							
									
									29 May 2014

								
									
									Announcement No.34/2014

								
									
									Amendments to the administrative structure of the NCPO

								
									
									
											Office of the Secretary-General of the NCPO is to be reorganized.

											Southern Border Province Administrative Centre is to be put under the direct command of the Head of the NCPO.

									

								
							

							
									
									27 June 2014

								
									
									Announcement No.74/2014

								
									
									Teleconference through Electronic Devices

								
									
									
											Teleconference through Electronic Devices shall be under conditions defined by NCPO.

									

								
							

							
									
									9 July 2014

								
									
									Announcement No.80/2014

								
									
									Amendments to the Act on Assigning Radio Frequencies and Regulating Broadcasting and Telecommunications Services B.E.2553

								
									
									
											Amend Section 42; license fees, after deduction of all expenses, shall be remitted as public revenue.

											Add to Section 52; the Ministry of Finance shall borrow from the Fund in order to spend on government activities which benefit the public.

											Amend Section 54; the Fund Management Committee shall be restructured by appointing the Permanent Secretary of the Ministry of Defence as a committee member. Five experts with experience in specific field shall be removed. Two experts without specific experience shall be appointed.

									

								
							

							
									
									17 July 2014

								
									
									Order No.94/2014

								
									
									The legal suspension of the Act on Assigning Radio Frequencies and Regulating Broadcasting and Telecommunications Services

								
									
									
											The NBTC shall postpone frequency auctions for telecommunication services for 1 year (the postponed frequencies are 1800 MHz and 900 MHz).

											The NBTC shall amend the law and issue or abolish relevant regulations, announcements, or orders, so as to be in line with government spending policy.

									

								
							

							
									
									18 July 2014

								
									
									Announcement No.97/2014

								
									
									Providing cooperation to the operations of the NCPO and the dissemination of information to the public

								
									
									
											Combine Announcement No.14/2014 with Announcement No.18/2014

											Extend the prohibition to cover the general public, not just the media.

											Media are prohibited from interviewing government officials, former judges, and independent organizations.

											Individuals as well as media shall refrain from criticizing the NCPO and disseminating confidential government information.

											Under the new announcement, offending media shall be closed down, suspended, and prosecuted immediately.

											Provincial Governors and police are asked to suppress any gathering against the NCPO.

									

								
							

							
									
									21 July 2014

								
									
									Announcement No.103/2014

								
									
									Amendments to NCPO Announcement No.97/2014

								
									
									
											Amend Article 3 (3), changing Criticism of the work of the National Council for Peace and Order, officials of the National Council for Peace and Order and related persons to Criticism of the work of the NCPO, with ill intent to tarnish the credibility of the NCPO by using false information.

											Amend Article 5 changing They should be immediately suspended from distributing and broadcasting including the airing of shows and legal action should be taken to Officials shall submit a case of violation to the professional organization for investigation of professional ethics.

									

								
							

							
									
									24 July 2014

								
									
									Order No.107/2014

								
									
									Termination of the membership of the National Economic and Social Advisory Council

								
									
									
											Council membership shall be terminated.

											Implementation of council member selection shall be terminated.

											If the provision of any law requires that the National Economic and Social Advisory Council shall consider or approve any matter, that provision shall be suspended.

									

								
							

							
									
									12 September 2014

								
									
									

								
									
									Statement to the National Legislative Assembly presented by General Prayut Chan-o-cha as Prime Minister

								
									
									
											The protection of the royal institution is an important task of the government. It will adopt every measure, including the use of technology, to tackle those with ill intent to disrupt the major national institution.

									

								
							

						
					

				Orders of the NCPO and actions by government agencies to spy on and control people’s communications through the internet

					
						Table 4 NCPO Orders and government agency moves to spy on and control people’s communication through the internet
						
							
							
						
						
							
									
									Date

								
									
									Event

								
							

						
						
							
									
									20 May 2014

								
									
									Army chief general Prayut Chan-o-cha on behalf of the Peace and Order Maintaining Command (POMC) declared martial law, and the POMC issued Order No.8/2014 prohibiting the dissemination of inciting and provocative messages.

								
							

							
									
									21 May 2014

								
									
									The NBTC invited 50 ISPs to consult and ask for their “cooperation” in verifying and blocking content which might cause conflicts and affect peace and order following POMC Order No.8/2014. 

								
							

							
									
									22 May 2014

								
									
									General Prayut Chan-o-cha on behalf of the NCPO launched a coup d’état and issued Announcement No.12/2014 Request for Cooperation from Social Media Networks in preventing the dissemination of inciting and provocative messages, otherwise the service shall be suspended and the offenders shall be prosecuted. All television and radio stations were suspended from broadcasting except for Thai PBS which continued to present news through its YouTube website. But the military soon went to the Thai PBS station to order the suspension of broadcasting.

								
							

							
									
									23 May 2014

								
									
									The NCPO announced its administrative structure, putting the Ministry of Information and Communication Technology, along with the ministries of Defence, Interior, and Foreign Affairs under the Security Division. It also issued Announcement No.17/2014 on Dissemination of Information and News through the Internet, assigning every ISPs to monitor, inspect, and suspend the transmission of any distorted and provocative information which might cause turmoil in the kingdom or affect national security.

								
							

							
									
									27 May 2014

								
									
									MICT closed down 219 websites with inappropriate content considered a threat to national security following the NCPO announcement. It also prepared to coordinate with foreign ISPs to close LINE, YouTube and Facebook accounts which contain illegal content.

								
							

							
									
									28 May 2014

								
									
									At 4.30 pm, internet users of every ISP were unable to access Facebook while MICT minister admitted to Reuters that it had blocked the website. (This news item was later blocked by MICT). However, MICT explained that the Facebook system failure was caused by a greater number of users than usual and that it did not block the website.

									MICT proposed that the NCPO establish a ‘National Internet Gateway’ for better regulating standards and ‘easier blocking of websites’.

								
							

							
									
									29 May 2014

								
									
									NBTC blocked 120 websites following the NCPO order. These websites were seen to contain content which opposed the coup d’état and NCPO, defamed the royal institution, or were provocative and distorted.

									Meanwhile, MICT prepared to negotiate with Facebook and Google to block and inspect Thai users’ accounts which breached NCPO orders.

								
							

							
									
									30 May 2014

								
									
									MICT stated it was prepared to control the LINE application by becoming a friend of LINE users and admitted that it blocked the Facebook accounts of some users who posted inciting and provocative messages which caused division in society.

								
							

							
									
									3 June 2014

								
									
									MICT cancelled its plans to meet LINE, Google, and Facebook representatives.

								
							

							
									
									9 June 2014

								
									
									Telenor, the parent company of DTAC, disclosed that it was asked by the Thai government to block Facebook in June. Pol Maj Gen Amnuay Nimmano, supervising security affairs, stated that clicking ‘Like’ on anti-NCPO Facebook pages was a criminal offence.

								
							

							
									
									11 June 2014

								
									
									National Telecommunications Commission of NBTC denied that it blocked Facebook and said it was considering DTAC’s right to participate in the 4G auction.

								
							

							
									
									12 June 2014

								
									
									Telecom Asia website reported that several news sources confirmed rumours that MICT was consulting with equipment distributors to install an internet control system across Thailand in which every citizen was required to identify themselves by using smartcard ID before using the internet.

								
							

							
									
									16 June 2014

								
									
									Telenor expressed an apology to NBTC and NCPO for reporting that the government ordered it to block Facebook.

								
							

							
									
									19 June 2014

								
									
									The Thai Netizen Network reported finding an application to steal personal information of Facebook users.

								
							

							
									
									20 June 2014

								
									
									TCSD police explained that the information stealing application was a procedure to collect information on whistle-blowers or users of the website TCSD.info, pursuant to the Computer Crime Act, Section 26.

								
							

							
									
									23 June 2014

								
									
									Police offered a reward for the arrest of those who displaying signs against NCPO. Anyone giving clues such as Facebook pictures or other pictures on the internet which lead to arrests and prosecution will receive a 500 baht reward.

								
							

							
									
									25 June 2014

								
									
									NCPO appointed a committee to monitor the dissemination of information and social media with the Permanent Secretary of MICT as chairperson.

								
							

							
									
									27 June 2014

								
									
									NCPO Announcement No.74 stated Teleconference through Electronic Devices must have one-third of participants at the meeting site and all participants must be in Thailand.

								
							

						
					

			
			
				Reaction and response from the civil society and other organizations

					After NCPO instituted a policy to block websites which affected the national security, many websites were blocked, causing concern among civil society and professional organizations. They called for freedom of expression.

					On 16 June 2014, the Thai Netizen Network made a statement supporting telecommunication enterprises which protect consumers’ rights, regarding the blocking of Facebook and Instagram on 28 May 2014. It urged other telecommunication companies to reveal the causes of the blocking just as Telenor, the parent company of DTAC did, because it was the social responsibility of the business sector. Moreover, it demanded that the NBTC stop any measure leading to discrimination, trade barriers, or other damage to enterprises trying to protect consumer rights.118

					ARTICLE 19, representing 63 civil society groups, made a statement to the United Nations Human Rights Council 26th meeting, condemning the blocking of social media in many countries including Thailand, as a violation of the rights to freedom of expression and assembly. It also protested the detention of Mr.Sombat Boonngam-anong.119

					On 23 June 2014, Thai Lawyers for Human Rights reported on the human rights situation a month after the coup d’état.120 It demanded the abolition of blocking and control of every kind of media, and emphasized that the right of freedom to present opinion and information was necessary in the current situation as many public policies were being pushed.121

					On 27 June 2014, Mr.Pradit Ruangdit, President of the Thai Journalists Association, and Mr.Wisut Komwatcharapong, President of the Thai Broadcast Journalists Association, submitted an open letter to Pol Gen Adul Saengsingkaew, deputy chief in charge of special affairs of the NCPO, in order to express their concern over the order to monitor the dissemination of information to the public. It also expressed concern over the unclear guidelines of the monitoring committee, and called on the committee to create clear guidelines as well as regulatory guidelines which officials in charge can follow appropriately.122

					After receiving the letter, Pol Gen Adul ensured media professionals that the policy would not affect their work as the committee would only ask for cooperation in preventing the dissemination of provocative information which might lead to divisions in society.

			
			
				Comments and demands from the Thai Netizen Network on the internet situation in Thailand after the coup d’état

					Thailand is following China’s path on internet control policy.

						Thailand increasingly tends to control the internet as China does. We can see several measures put in place to spy on, control, and regulate the expression of opinion and the dissemination of information through the internet.

						
								The block on websites criticizing NCPO and opposed to the government.

								Encouragement to people to monitor each other and the offer of rewards to those reporting leads.

						

						When the Thai state found that it did not have absolute power over the internet, because, for example, it was unable to force foreign online social networks to submit user information, it returned to the idea of building a Thai government internet infrastructure, such as the National Internet Gateway to better block websites, and creating national online social networks of its own.

						This has been a worrisome trend since the 2006 coup d’état, and even worse than the Computer Crime Act.

					Digital security of Thai internet users is in a fragile state.

						Before the coup d’état, Thai internet users were protected from interception, which is considered a crime under the Computer Crime Act. Only the Department of Special Investigation (DSI) is authorized to request a court order which would allow interception when it deems that there is a serious offence, according the DSI Act.

						However, NCPO Order No.26, which is considered law, authorized MICT to access cyber traffic, putting internet users at risk of being spied on and intercepted by the state.

						Prachatai123 and telecomasia.com (telecomasia.com)124 carried reports that the Thai government had started the installation of equipment to spy on internet users since late September 2014.

						Thai internet users should therefore be careful when communicating through the internet. It is advised that they use VPN or Tor every time when communicating risky content (see instructions in the netizen handbook which can be downloaded at thainetizen.org).

			
			

		
		
			

			

		
	

	
	
		
			
				How Safe are Online Services in Thailand?

			
				
					Report of Survey on Security Measures and Privacy Protection provided by Websites in Thailand

						This is part of the first report on research into online privacy conducted by Thai Netizen Network to investigate security measures and the protection of online privacy by service providers in Thailand. It is intended to provide information to internet users in the decision-making process to choose a particular service, and to encourage online providers to recognize the importance of protecting the safety and privacy of users.

						This survey focused on service providers from 50 websites, selected from their popularity, in several categories, such as government, finance and banking, transportation, e-commerce, and recruitment services. These websites were assessed for the level of safety and protection of user privacy. The data were collected from October 2013 to January 2014.

							Criteria of Assessment

								In the Internet world, the most basic protection against eavesdropping is to encrypt all data sent from a source and to a destination. Although the data still may be intercepted en route, interceptors will be able to obtain only an incomprehensible version of the data. There are many different encoding formats, each with different restrictions. The purposes of eavesdropping are not only to conduct espionage but also to investigate general online behaviour. Some internet service providers, for example, may track the browsing behaviour of users through search engines and then analyse these data for marketing purposes.

								The survey assesses the most basic level of internet security. Internet users can use measures provided in this report to check and assess their privacy and security. However, the research findings cannot be used as a solid proof that certain websites are completely safe because there are other related factors, and technically, no advanced safety system can be checked from the outside.

								Additional indicators will be included in the next survey such as a password policies, account recovery policies, or binding to other websites.

								Initially, this research of online privacy began by considering the following questions:

									
											Is there a HTTP Secure (HTTPS) connection or not? This type of connection reveals any encoded information sent between a web server and a web browser (source to destination). The safety level of the encryption can be assessed from the version of encryption technology called SSL (Secure Sockets Layer) or Transport Layer Security (TLS). This should be SSL version 3.0, or TLS version 1.0 or higher. (SSL was developed from version 1.0, 2.0 to 3.0 and later changed to TLS 1.0, 1.1 and the latest version TLS 1.2)

											Is the length of the encryption key 256 bit or not? The length of the encryption key is measured in bits. The longer the key, the less chance for intruders to guess the right key. The standard length of the key for the banking industry at the moment is 256 bits, while some websites are still using 128-bit keys or 64-bit keys.

											Is the privacy policy clearly stated or not, or is there any privacy policy at all? The explicit nature of the policy can be assessed by the use of words, its location on a site, and its accessibility.

									

							To check the encryption of the site

								
										Check from the information on your browser whether the connection to the website is encrypted with HTTPS or not. Then, check the version of SSL or TLS encryption system through an SSL Server Test (https://www.ssllabs.com/ssltest), a service that analyses the structure of all types of SSL/TLS encrypted websites on the internet, and is also a research project with no commercial purpose.

										Check whether the encryption key length is 256 bits or not. This can be done through the information on browsers
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										Figure 6 An example of website that has an HTTPS encryption as seen from the key symbol at the beginning of the URL.
										
											An example of website that has an HTTPS encryption as seen from the key symbol at the beginning of the URL in the address bar of the browser.

										
									
								
				
				
					Summary Chart of the Fundamental Safety Assessment of Websites

						
								Sites encrypted with HTTPS and SSL 3.0 or TLS 1.0 or higher receive 1 point. Sites encrypted with HTTPS and SSL lower than version 3.0 receive 0.5 point.

								Sites with an encryption key length of 256 bits receive 1 point. Sites with a key length of 128 bits receive 0.5 point.

								Sites that clearly state their privacy policies receive 1 point. Sites that do not clearly state their privacy policies receive 0.5 point.
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							Online Shopping Websites

								
								*The encryption type is checked at the registration pages of the websites. 
									
										
										
										
										
									
									
										
												
												Websites

											
												
												HTTPS Encryption*

											
												
												256-bit Key Length

											
												
												Clearly Stated Privacy Policy

											
										

									
									
										
												
												We Love Shopping
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												[image: 0 point]
											
												
												[image: 0 point]
											
										

										
												
												Rakuten Thailand
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												Pramool.com
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												Dealfish (changed to OLX)
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												Lazada
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												Zalora
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												tohome.com
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												Central
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												Office Mate
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												Tops Supermarket
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												Tesco Lotus
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												Big C
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							Recruiting Service Websites

								
								*The encryption type is checked at the registration pages of the websites.
									
										
										
										
										
									
									
										
												
												Websites

											
												
												HTTPS Encryption*

											
												
												256-bit Key Length

											
												
												Clearly Stated Privacy Policy

											
										

									
									
										
												
												Job Thai
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												[image: 0 point]
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												Job Topgun
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												Department of Employment
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					Results from the preliminary security survey

						
							Government agencies

								Online services provided by most government agencies concern payment of taxes and fees and receiving complaints from the public. These agencies are the Revenue Department, which is in charge of the tax filing system, the Department of Land Transport, in charge of vehicle taxes, the Metropolitan Electricity Authority, providing payment services, the Office of Social Security and the Student Loan Fund, providing members' profiles. Other government organizations receiving complaints from the public are the Public Service Centre under the Office of the Prime Minister, and the Office of the Consumer Protection Board.

								Half of the surveyed government websites are found to have HTTPS connections, except for websites that receive public complaints which do not encrypt data sent between web browsers and web servers even though complainants must provide personal information that can identify who they are.

								The website of the Revenue Department for tax filing still uses an SSL version 2.0 encryption, which has low security and cannot prevent eavesdropping.

								Five out of eight websites do not have privacy policies or protect the privacy of their users.

								As stated in Section 23 of the Information Act 1997, the duty of government agencies to oversee websites requires that government agencies organize personal information systems, provide appropriate security systems to prevent information from being used improperly and/or without the consent of the owners, which might bring about harmful effects. The Section 5 of the Royal Decree also stipulates the rules and procedures for electronic transactions (2006), stating that the government will set out policies and practices in the field of information security in order to make all electronic communications among government agencies stable, secure and reliable.

								
									marking criteria

										check

										none

								
								
									Table 11 Safety Assessment of Government Agency and State Enterprise Websites
									
										
										
										
										
									
									
										
												
												Organization

											
												
												HTTPS Encryption

											
												
												Key Length (bit)

											
												
												Clearly Stated Privacy Policy

											
										

									
									
										
												
												Student Loan Fund

											
												
												✓

											
												
												128

											
												
												✓

												Top of Homepage

											
										

										
												
												The Revenue Department (Registration)

											
												
												✓

												SSL 2.0 Encryption which is not secure

											
												
												256

											
												
												✗

											
										

										
												
												The Department of Land Transport

											
												
												✓

											
												
												128

											
												
												✗

											
										

										
												
												The Metropolitan Electricity Authority (Registration)

											
												
												✓

												SSL 2.0 Encryption which is not secure

											
												
												256

											
												
												✗

											
										

										
												
												The Social Security Office (Registration)

											
												
												✗

											
												
												✗

											
												
												✓

												in the Personal Data and Privacy Protection section on Registration page

											
										

										
												
												The Bangkok Public Service Centre (Complaint submission page)

											
												
												✗

											
												
												✗

											
												
												✗

											
										

										
												
												The Office of the Prime Minister (Complaint submission page)

											
												
												✗

											
												
												✗

											
												
												✗

											
										

										
												
												Office of Consumer Protection Board

											
												
												✗

											
												
												✗

											
												
												✓

												in the Personal Data Protection Privacy section on Homepage, but the link is dead

											
										

									
								

						
						
							Bank

								Online services offered by banks are purely financial transactions, namely deposit, withdrawal, and payment for services, to provide customers more convenience with no need to travel to the bank. According to the information from the Bank of Thailand in 2013, the number of accounts that are registered for internet transactions was around seven million, an increase of one million from the previous year (Bank of Thailand 2013).

								All banks are encrypted with HTTPS using SSL version 3.0. All of these encryptions have a 128-bit encryption key length except the Bangkok Bank that uses 256-bit encryption.

								Every bank has a published privacy policy, each with differences in wordings and placements, which can be divided into two types. The first type of website will use the word “privacy” which is placed at the bottom of the home page. Websites in the second type will use the word “Personal Information Protection” which is included in the security policy and also placed at the bottom of the home page.

								Online banking is a financial service that is associated with the 2008 Royal Decree on the regulation of electronic payment services. This decree requires that all electronic payment service providers comply with instructions from the Bank of Thailand (3/2009) regarding security measures and policies of any information system in the electronic payment business. The decree stipulates that service providers must establish security measures to maintain the safety of information systems and electronic payment services. These measures must be in line with established policies. Also, such measures must be suitable for the nature of the business. This includes access control and authentication of users, confidentiality of information, and the reliability of the system; therefore, bank websites are required to employ an encryption system to ensure the highest level of security.

								
									Table 12 Assessment of Bank Websites
									
										
										
										
										
									
									
										
												
												Organization

											
												
												HTTPS Encryption

											
												
												Key Length (bit)

											
												
												Clearly Stated Privacy Policy

											
										

									
									
										
												
												Bangkok Bank

											
												
												✓

											
												
												256

											
												
												✓

												at the bottom of the homepage

											
										

										
												
												Krung Thai Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the privacy section at the bottom of the homepage

											
										

										
												
												Kasikorn Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the privacy policy section at the bottom of the homepage

											
										

										
												
												Siam Commercial Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the privacy policy section at the bottom of the homepage

											
										

										
												
												Government Savings Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the customer privacy section at the bottom of the homepage

											
										

										
												
												TMB Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the privacy policy section, a sub topic under security policy in the banner on the homepage

											
										

										
												
												Krung Sri Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the monitoring and control section, a sub topic under the security system at the bottom of the homepage >> security measures used by the bank

											
										

										
												
												Thanachart Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the personal data protection at the bottom of the homepage

											
										

										
												
												LH Bank

											
												
												✓

											
												
												128

											
												
												✓

												in the security policy at the bottom of the homepage

											
										

									
								

						
						
							Transportation

								Currently, many public transportation providers, especially airlines, have online reservation and ticketing systems. The evaluation of the safety and privacy levels of transportation services is divided into two types: airplane tickets and bus tickets, each with different characteristics.

								Airplane Tickets

									Online ticket purchase is rapidly expanding along with the growth of low cost airlines in Thailand which encourage passengers to buy even more online tickets to save money.

									All airline websites are encrypted with HTTPS and SSL version 3.0.

									Air Asia is the only website with a clearly stated privacy policy on the website's homepage. The other sites include their privacy policies in the security policy at the bottom of the home page. Only Nok Air's website inserts the policy regarding the protection of personal data in the terms and conditions section which is visible only during the flight booking session.

									Because electronic financial transactions have been conducted through airline websites, airline companies must comply with the Bank of Thailand regulation 3/2009 regarding policies and measures to maintain the safety and security of information systems.

										
											Table 13 Assessment of Airlines Websites
											
												
												
												
												
											
											
												
														
														Organization

													
														
														HTTPS Encryption

													
														
														Key Length (bit)

													
														
														Clearly Stated Privacy Policy

													
												

											
											
												
														
														Air Asia

													
														
														✓

													
														
														256

													
														
														✓

														in the privacy policy section at the bottom of the homepage

													
												

												
														
														Thai Airways

													
														
														✓

													
														
														256

													
														
														✓

														in the privacy policy section at the bottom of the homepage

													
												

												
														
														Bangkok Airways

													
														
														✓

													
														
														128

													
														
														✓

														(English) in the personal data and security section at the bottom of the homepage

													
												

												
														
														Nok Air

													
														
														✓

													
														
														256

													
														
														✓

														in the personal data section in the flight selection page >> terms and conditions

													
												

											
										

								Bus Tickets

									The process of reserving bus tickets is different from the process of reserving plane ticket because for a bus ticket, buyers are not required to provide detailed information about their profiles. Most tickets cannot be paid for via websites; therefore, data encryption and privacy policy are not given proper importance as they should be.

										
											Table 14 Assessment of Bus Ticket Booking Websites
											
												
												
												
												
											
											
												
														
														Organization

													
														
														HTTPS Encryption

													
														
														Key Length (bit)

													
														
														Clearly Stated Privacy Policy

													
												

											
											
												
														
														Thai Route

													
														
														✗

													
														
														✗

													
														
														✗

													
												

												
														
														Thai Transport Company

													
														
														✗

													
														
														✗

													
														
														✗

													
												

												
														
														Thai Ticket Major

														(Personal information is required to sign up on the registration page as a member of the site.)

													
														
														✗

													
														
														✗

													
														
														✗

													
												

											
										

						
						
							Educational Institutes: University Admission Websites

								In this survey, the sample of 10 institutes was randomly selected from undergraduate direct admission websites of central and regional universities. The information incorporated in the research is from the websites' registration pages that require applicants to provide information.

								Only the King Mongkut's University of Technology Thonburi University and the Prince of Songkla University encrypt the data with HTTPS.

								No university has a clear privacy policy.

									
										Table 15 Assessment of University Websites
										
											
											
											
											
										
										
											
													
													Organization

												
													
													HTTPS Encryption

												
													
													Key Length (bit)

												
													
													Clearly Stated Privacy Policy

												
											

										
										
											
													
													Chulalongkorn Academic Testing Centre

												
													
													✗

												
													
													✗

												
													
													✗

												
											

											
													
													Office of the Registrar, Thammasat University

												
													
													✗

												
													
													✗

												
													
													✗

												
											

											
													
													Mahidol University

												
													
													✗

												
													
													✗

												
													
													✗

												
											

											
													
													Assumption University

												
													
													✗

												
													
													✗

												
													
													✗

												
											

											
													
													University of the Thai Chamber of Commerce

												
													
													✗

												
													
													✗

												
													
													✗

												
											

											
													
													Faculty of Architecture, Kasetsart University

												
													
													✗

												
													
													✗

												
													
													✗

												
											

											
													
													King Mongkut’s University of Technology Thonburi

												
													
													✓

												
													
													256

												
													
													✗

												
											

											
													
													Walailak University

												
													
													✗

												
													
													✗

												
													
													✗

												
											

											
													
													Prince of Songkla University

												
													
													✓

													together with SSL Version 2 Encryption

												
													
													✗

												
													
													✗

												
											

											
													
													Khon Kaen University

												
													
													✗

												
													
													✗

												
													
													✗

												
											

										
									

						
						
							Online shopping websites

								Trading Portals

									Electronic financial transactions are not carried out in most portal websites which act as communication channels between buyers and sellers. Buyers have to pay by transferring money through banks or other methods.

									Among online shopping websites, only Tarad.com uses HTTPS encryption, which may be due to it being a joint venture with the Japanese company Rakuten.

									Privacy policies most likely to appear on the registration page that requires detailed personal information on users. An interesting point to note is that despite the fact that Weloveshopping.com has the link to its privacy statement at the bottom of the home page, when clicked, the link navigates users other sites.

										
											Table 16 Assessment of Online Shopping Websites
											
												
												
												
												
											
											
												
														
														Organization

													
														
														HTTPS Encryption

													
														
														Key Length (bit)

													
														
														Clearly Stated Privacy Policy

													
												

											
											
												
														
														We Love Shopping

													
														
														✗

													
														
														✗

													
														
														✗

														There is a link for personal information protection at the bottom of the homepage, but the link is dead.

													
												

												
														
														Tarad.com

													
														
														✓

													
														
														256

													
														
														✓

														The link appears in the section of terms and conditions on the registration page.

													
												

												
														
														Pramool.com

													
														
														✗

													
														
														✗

													
														
														✗

														On the registration page, a message appears stating that Your information will be kept secret

													
												

												
														
														Dealfish (changed to OLX)

													
														
														✗

													
														
														✗

													
														
														✓

														in the section of personal information (Privacy notes) on the email registration page >> terms and conditions of the website

													
												

											
										

							Online retailer websites

								Before purchasing goods from online retailer shops, users must register. This step requires detailed personal information. This survey assessed only the security in the subscription process.

								80 percent of online retailer websites have HTTPS encryption in the registration page, except the websites of TOPS and Big C which are not encrypted during the subscription process.

								Privacy policies are clearly shown on the homepages of the Lazada and the Zalora websites which may be due to the fact that they are multinational businesses with branches in many countries with laws to protect personal information. Other websites do not explicitly use the word “privacy policy” but will include their privacy policies in the Terms of Service on the registration page.

									
											Table 17 Assessment of Online Retailer Websites
											
												
												
												
												
											
											
												
														
														Organization

													
														
														HTTPS Encryption

													
														
														Key Length (bit)

													
														
														Clearly Stated Privacy Policy

													
												

											
											
												
														
														Lazada

													
														
														✓

													
														
														128

													
														
														✓

														in Privacy Policy section at the bottom of the homepage

													
												

												
														
														Zalora

													
														
														✓

													
														
														128

													
														
														✓

														in Privacy section at the bottom of the homepage

													
												

												
														
														Tohome

													
														
														✓

													
														
														128

													
														
														✓

														in Corporate Policy section at the bottom of the homepage

													
												

												
														
														Central

													
														
														✓

													
														
														256

													
														
														✓

														in the registration page >> terms of service

													
												

												
														
														Office Mate

													
														
														✓

														SSL 2.0 Encryption which is not secure

													
														
														✗

													
														
														✓

														in the registration page >> terms of service

													
												

												
														
														Tops Supermarket

													
														
														✗

													
														
														✗

													
														
														✗

													
												

												
														
														Tesco Lotus

													
														
														✓

													
														
														256

													
														
														✓

														in the personal information protection and consent to the use of the information is included in agreement and terms of service at the bottom of the homepage

													
												

												
														
														Big C

													
														
														✗

													
														
														✗

													
														
														✗

														There is a link to privacy policy on the registration page, but the link is dead

													
												

											
										

						
						
							Recruitment services

								Recruitment service websites are another online space where users have to enter detailed personal information to get a job. This research surveyed only the registration pages. The results showed that not a single site has encrypted the registration pages to protect users’ identities. It is interesting, however, that all of the websites provide details of their privacy policy.

									
										Table 18 Assessment of Recruitment Services Websites
										
											
											
											
											
										
										
											
													
													Organization

												
													
													HTTPS Encryption

												
													
													Key Length (bit)

												
													
													Clearly Stated Privacy Policy

												
											

										
										
											
													
													Job Thai

												
													
													✗

												
													
													✗

												
													
													✓

													in the agreement and terms of service on an inserted page before the registration page

												
											

											
													
													Job Topgun

												
													
													✗

												
													
													✗

												
													
													✓

													in the personal information protection policy section at the registration homepage

												
											

											
													
													Job BKK

												
													
													✗

												
													
													✗

												
													
													✓

													in the corporate policy section at the bottom of the homepage

												
											

											
													
													Department of Employment

												
													
													✗

												
													
													✗

												
													
													✓

													in the privacy policy section included in the agreement and terms of service at the bottom of the registration page

												
											

										
									

						
				
				
					Summary

						From the survey of security measures and privacy protection by online service providers in Thailand, the following information may be useful to online users who are deciding to use any services.

						
								Of the 50 surveyed websites, only 24 have HTTPS encryption.

								Banks and airlines have the highest level of privacy protection as can be seen from the fact that every site has a privacy policy and an HTTPS connection encrypted with SSL 3.0. Also, online financial services are under the supervision of the Bank of Thailand following the 2009 Royal Decree regarding the regulation of electronic payment services.  Other websites that do not provide electronic financial transactions received lower scores. However, it is noted that even though this preliminary survey shows that banks have better privacy protection than other institutes that provide online services, internet banking is one of the online services that receive the most complaints.

								King Mongkut’s University of Technology Thonburi Technology has the highest level of security among universities, because it is the only website that has an HTTPS connection with SSL 3.0 encryption. However, there is no privacy policy.

								There are two types of online shopping websites which are web portals that act as intermediary between buyers and sellers, and online retailer websites that contact buyers directly. Information submitted or sent through web portals are less strictly encoded than retailer websites. The reason might be that most small shops do not have online payment services, and buyers must transfer money through banks while retailer sites provide a credit card payment service that requires security and more reliability. Similarly, the bus ticket booking system of the Thai Transport Company has low security protection, compared with the plane ticket booking system. The main reason is due to the different payment methods. Thai Transport Company customers booking tickets must pay through other channels. Thai Ticket Major is the only site that accepts payment via credit card. The only web page encrypted is the one where customers have to fill in their credit card details.

								Recruitment websites are the cyber sites where users voluntarily give personal information. The information tends to be very detailed to give users a higher chance of being hired.  There is no encryption at all; however, what interesting is that all recruitment websites clearly show their privacy policy.

								It can be seen that there are different focuses on the topic of privacy. For example, the words used to convey the intention of protecting personal information vary; examples are privacy policy, personal information protection policy, personal information, and so on. The locations for privacy content are also different: on the first page, under other topics, or in the terms and conditions which usually have to be clicked to read at registration pages.
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